
Data security breaches, whether they be 
through criminal activity or accidental data loss, 
have immediate ramifications that can include 
reputational damage, liability claims from 
customers and action by regulators. There is no 
silver bullet and with more and more pieces of 
malware created each day, companies need to  
be sophisticated and dynamic in their approach  
to cyber risk.

Liability for a cyber-attack is not just limited to 
the attackers. Companies who fail to update their 
systems face potential litigation. In circumstances 
where an attack was foreseeable, the failure of 
the target company to take steps to prevent the 
attack may, in certain circumstances, constitute a 
breach of duty if they failed to deliver services as a 
consequence of the attack.

Further, attempts to hold software manufacturers 
accountable for potential flaws in their software 
products may face difficulty not least if software 
manufacturers have a valid licence agreement  
that states it will not be held liable for any  
security breaches. 

Industry regulators are increasingly asking whether 
organisations in the Financial Services sector are 
“cyber-attack” ready, recognising that IT is now 
at the heart of the supply of financial services. 
The Central Bank has issued guidance on IT risk 
management and cyber security for financial 
services firms. Also the recent enactment of the 
Criminal Justice (Offences Relating to Information 
Systems) Act in May 2017 creates five new offences 
which will effectively act as a deterrent to ‘cyber-
criminals’. Although the deterrent effect of  this 
legislation is a welcome development to industry, 
robust cyber-risk management should remain the 
key focus for business. 

Cyber risk management should encompass people, 
policies, procedures, technology and insurance 
solutions. That is a good starting point. However 
as with all company policies and procedures, 
employees will not follow a plan unless they  
(a) know they exist and (b) know how to follow it. 
Employees should receive regular training on  
how to identify threats and how to report them. 

Cyber-attacks today
The litigation claims of tomorrow

Another spate of cyber-attacks that have swept across the 
globe are a further warning to companies of the dangers of 
a lax cyber security regime. 
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Steps to mitigate against the risk
1. Conduct proper background checks and ISO accreditation for third party service providers.

2.  Document due diligence exercises covering counterparties such as the security policies  
 and measures undertaken by third party providers.

3.  Document the training afforded to employees on safeguarding data. Document the  
 company’s efforts to train employees on information security, phishing, password creating/ 
 protection and network/access.

4. Implement data encryption.

5. Perform system back-ups frequently – this will allow for files to be rapidly restored in the  
 event of attack. 

6. Conduct annual risk assessment. Identify what IT based information/ intellectual property/ 
 data is most critical to the business and what value is at stake in the event of a data breach.

7. Identify an incident response team in advance.

8. Develop an incident response plan to be adopted in case of a breach.

9. Document the company’s actions taken to detect, log and respond to unauthorised  
 cyber-related activity.

10. Review and consider updating insurance cover to specifically govern cyber attacks and  
 consequences such as product recall, customer notifications and system changes. If you  
 do have cover, identify exclusion and notification obligations contained in the policy.

11. Co-ordinate in advance with your legal team. The involvement of lawyers is crucial to  
 attract legal privilege, which may prove extremely important in the event of litigation.

12. Stay up-to-date on regulatory obligations. 

Our team at Eversheds Sutherland can assist you in taking 
immediate steps to mitigate these risks. For further information 
please contact  


