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Cyber Security  
and Insurance

Another spate of cyber-attacks that have swept across the 
globe are a further warning to companies of the dangers 
of a lax cyber security regime. Data security breaches, 
whether they be through criminal activity or accidental 
data loss, have immediate ramifications that can include 
reputational damage, liability claims from customers and 
action by regulators. There is no silver bullet and with 
more and more pieces of malware created each day, 
companies need to be sophisticated and dynamic in their 
approach to cyber risk.

Liability for a cyber-attack is not just limited to the 
attackers. Companies who fail to update their systems 
face potential litigation. In circumstances where an attack 
was foreseeable, the failure of the target company to take 
steps to prevent the attack may constitute a breach of 
duty if it failed to deliver services as a consequence of  
the attack.

Further, attempts to hold software manufacturers 
accountable for potential flaws in their software products 
may face difficulty not least if software manufacturers 
have a valid licence agreement that states it will not be 
held liable for any security breaches. 

Industry regulators are increasingly questioning whether 
organisations in the Financial Services sector are “cyber-
attack” ready, recognising that IT is now at the heart 
of the supply of financial services. The Central Bank 
has issued guidance on IT risk management and cyber 
security for financial services firms. Also, the enactment 
of the Criminal Justice (Offences Relating to Information 
Systems) Act in May 2017 creates five new offences which 
will effectively act as a deterrent to ‘cyber-criminals’. 
Although the deterrent effect of this legislation is a 
welcome development to industry, robust cyber-risk 
management should remain the key focus for business. 

Cyber risk management should encompass people, 
policies, procedures, technology and insurance solutions. 
That is a good starting point. However, as with all 
company policies and procedures, employees will not 
follow a plan unless they (a) know it exists and  
(b) know how to follow it. Employees should receive 
regular training on how to identify threats and how to 
report them. 

Steps to mitigate against the risk
1. Conduct proper background checks and ISO 

accreditation for third party service providers.

2. Document due diligence exercises covering 
counterparties such as the security policies and 
measures undertaken by third party providers.

3. Document the training afforded to employees on 
safeguarding data. Document the company’s efforts 
to train employees on information security, phishing, 
password creating/protection and network/access.

4. Implement data encryption.

5. Perform system back-ups frequently – this will allow 
for files to be rapidly restored in the event of attack.

6. Conduct annual risk assessment. Identify what IT 
based information/ intellectual property/data is most 
critical to the business and what value is at stake in the 
event of a data breach.

7. Identify an incident response team in advance.

8. Develop an incident response plan to be adopted in 
case of a breach.

9. Document the company’s actions taken to detect, log 
and respond to unauthorised cyber-related activity.

10. Co-ordinate in advance with your legal team. The 
involvement of lawyers is crucial to attract legal 
privilege, which may prove extremely important in the 
event of litigation.

11. Stay up-to-date on regulatory obligations.

The cyber-attacks of today are the litigation claims of tomorrow.
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Cyber-Insurance
As with every commercial risk, companies are increasingly looking at the extent to which the risk of a cyber-attack 
can be transferred to an insurer. With the introduction of GDPR and the recent increase in cyber-attacks, the demand 
for cyber-insurance products is peaking. As such, it is prudent for insurers to be aware of the specific risks involved in 
order to take advantage of this growing market while limiting exposure to cyber-crime.

1. Insurers who currently offer cyber related products should 
immediately review the terms of their policies to account for the 
nature of recent cyber-attacks. As outlined above, more and more 
pieces of malware are being created every day. Therefore, it is 
extremely important that insurers stay up to date on developments 
in this sphere in order to ensure their policies do not leave them 
exposed to excessive risk.

2. Insurers who do not offer cyber products should evaluate existing 
insurances in order to determine whether cyber-attacks are covered 
indirectly. If possible, such traditional insurances should be reworded 
in order to explicitly exclude (or at least limit) cyber-attack coverage.

3. Insurers should consider, when negotiating any such policy, using 
a pre-approved list of specialists and advisers to assist their insured 
following an attack. This limits delay for logistical reasons, which can 
be crucial in limiting the effects of an attack. For example, insurers 
may mandate the use of a particular law firm in order for the costs 
to be covered. The benefits of this could include a pre-approved fee 
guide, agreed incident response plans as well as a firm that is armed 
with the requisite experience and expertise to best limit the effects of 
the attack. 

4. Insurers should also consider offering value adds such as preventive 
education which could be carried out in conjunction with pre-
approved advisers. 

5. Insurers should adequately define whether or not their policies 
cover indirect consequences of cyber-attacks. For example, where a 
system failure leads to a lost business opportunity. Such coverage will 
often be the subject of negotiation and insurers in any negotiation 
should be aware of the vast range of possible claims this could 
encompass. 

6. Insurers should be particularly careful when it comes to the threat of 
ransomware, particularly where there is a potential link to a terrorist 
organisation. Section 13(1) of the Criminal Justice (Terrorist Offences) 
Act 2005 makes it an offence for a person to directly or indirectly 
provide funds knowing that they will be used to carry out terrorist 
acts. As such, should an insured request their insurer to discharge a 
ransom, the insurer should exercise caution where the ransom holder 
has terrorist links. Insurers should also consider including express 
terrorism exclusions in their policies. 

Review Policy Terms 

Consider Potential 
Indirect Coverage

Pre-Approved Advisers

Add Value

Consider Indirect Effects

Beware of Ransoms
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Case law update

Supreme Court clarifies law on 
negligent misstatements

Real estate agents, valuers, professionals in the 
commercial property sector, and their insurers will 
welcome the recent Supreme Court majority decision in 
Walsh v Jones Lang La Salle Limited1 clarifying the law 
on negligent misstatements in Ireland.

Background
Jones Lang La Salle (“JLL”) was engaged by a vendor as 
estate agent to sell a commercial property in Dublin and 
it prepared a sales brochure which included information 
on location, title and measurements of the property. 
The brochure also included a liability disclaimer. It 
subsequently transpired that the measurements stated in 
the brochure were incorrect. The Respondent submitted 
that he purchased the premises having relied on the 
representations in JLL’s brochure. 

The High Court held that a “special relationship of 
proximity” existed between the Respondent and JLL, 
which was sufficiently close to create a duty of care and it 
awarded the Respondent €350,000 in damages. 

1[2017] IESC 38
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The Supreme Court, however, overturned the High 
Court’s decision by a 3:2 majority and held that JLL was 
not liable to the Respondent for the error in its sales 
brochure as it did not assume responsibility for the 
contents of the brochure. 

O’Donnell J in the Supreme Court said that “the approach 
in the High Court appears to be based on a blurring of 
the distinction between liability for a negligent act and 
liability for a negligent statement which was identified in 
Hedley Byrne v Heller and the succeeding case law”.

The Disclaimer
The core issue of the case concerned the disclaimer used 
by JLL in the brochure and whether it sufficiently enabled 
JLL to avoid liability to the purchaser in respect of the 
misstatement included in the brochure. The disclaimer 
stated:

“Whist every care has been taken in the preparation of 
these particulars, and they are believed to be correct, 
they are not warranted and intending purchasers/lessees 
should satisfy themselves as to the correctness of the 
information given.”

O’Donnell J emphasised that the wording of the 
disclaimer stated that the particulars were not 
warranted and prospective purchasers were expressly 
advised to satisfy themselves of the information 
supplied. Furthermore, given the nature of the sale, the 
circumstances surrounding the sale and the bargaining 
position of the parties, the Supreme Court held that the 
disclaimer was fair and reasonable and confirmed that 
an effectively drafted disclaimer can negate or limit the 
imposition of liability.

O’Donnell J stated that:

“In summary, the absence of an assumption of 
responsibility for the task, because of the existence 
and effect of the disclaimer, resulted in the proximity 
or special relationship requirement not being met and 
there being no duty of care imposed by law on JLL 
and no liability to Mr Walsh for the loss which Mr Walsh 
claimed was a consequence of the errors in the internal 
measurements.”

Judge Laffoy also handed down a judgment dismissing 
the appeal and considered the key issue was whether, in 
furnishing the brochure, having regard to the disclaimer, 
JLL could be found to have assumed responsibility for the 
accuracy of the information contained in the brochure. 

In Judge Laffoy’s view, in interpreting the disclaimer 
objectively, it was clear and unambiguous that there was 
no assumption of responsibility by JLL for the correctness 
of the particulars. She concluded that JLL did not owe a 
duty of care to the Respondent as a result.

The key ‘take away’ points for professionals 
and their insurers

 – The decision provides a greater degree of certainty for 
valuers and professional advisers.

 – The case should serve as a reminder for professionals 
to take great care in ensuring the accuracy of sales and 
marketing materials.

 – It confirms that a suitably worded disclaimer can 
exclude liability to prospective purchasers.

 – Agents and auctioneers ought to be cognisant of the 
importance of ensuring any disclaimer they include in 
a document is visible and clearly worded in order to 
clarify the extent to which a duty of care is owed to 
third parties.
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Supreme Court decision dealing with the inspection of irrelevant 
documents during dawn raids

The recent Supreme Court decision in CRH plc v. 
Competition and Consumer Protection Commission2 
provides some guidance for regulatory bodies and those 
entities who are subject to dawn raids in dealing with the 
inspection of documents that are irrelevant to the specific 
investigation.

Background
In May 2015, the Competition and Consumer Protection 
Commission (“CCPC”) carried out a dawn raid at the 
premises of Irish Cement Limited (“ICL”), a subsidiary 
of CRH plc (“CRH”). The search was carried out on foot 
of a search warrant issued under the Competition and 
Consumer Protection Act 2014 (the “2014 Act”). Among 
the material seized by the CCPC was an electronic copy 
of the email account of Seamus Lynch, who was a senior 
executive of CRH at the time and the former managing 
director of ICL. 

It was subsequently argued by CRH, ICL and Mr Lynch 
(the “Plaintiffs”) that the contents of the email account 
were not covered by the warrant as many of the emails 
were irrelevant to the investigation. The Plaintiffs’ lawyers 
suggested a review process, whereby irrelevant data, 
which the CCPC retained, would be identified and 
returned. It was proposed that all material seized would 
be reviewed by an independent third party lawyer. The 
CCPC refused to engage with such a framework and 
maintained that, apart from documentation over which 
legal privilege might be claimed, it was entitled to, and 
would review all materials seized during the raid.

The Plaintiffs issued High Court proceedings in 
November 2015 seeking declarations to the effect 
that the CCPC had acted unlawfully and an injunction 
preventing the CCPC from accessing irrelevant material 
in Mr Lynch’s email account. The CCPC provided an 
undertaking to the Court not to examine Mr Lynch’s email 
account in the meantime.

The High Court found in favour of the Plaintiffs and 
deemed the CCPC’s seizure of emails in Mr Lynch’s 
account which were not relevant to the investigation to 
be a breach of the Plaintiffs’ constitutional right to privacy 
and Article 8 of the European Convention on Human 
Rights. The High Court granted an injunction preventing 
the CCPC from reviewing these emails.

CCPC Appeal to Supreme Court
The CCPC was granted leave to appeal directly to the 
Supreme Court without proceeding to the Court of 
Appeal. All five Supreme Court judges unanimously 
dismissed the CCPC’s appeal. 

Judge McMenamin held that the search was void from 
the outset, and in the course of its execution. He said 

that the principle of proportionality should have been 
observed and suggested that this could have been 
achieved by “a truly focused pre-search procedure 
permitting an affected party a clear opportunity to make 
observations, or alternatively, an effective post search 
procedure for the same purpose”. 

Judge Laffoy’s judgment focused on the Plaintiffs’ claim 
that there had been a breach of the right to privacy under 
Article 8 of the ECHR. She suggested that there was 
no reason why an individual whose digital material has 
been seized and is to be searched could not reach an 
agreement with the CCPC on an “appropriate mechanism 
to resolve the difficulty, which might include a key word 
search process and a rendering of out of scope material 
invisible”. She said it was for the CCPC, not the Court, to 
take the steps necessary to resolve its difficulty on the 
facts of this case.

Judge Laffoy did, however, acknowledge that there 
is a gap in the legislation arising from the absence of 
a mechanism which could be utilised to identify and 
separate digital material unrelated to the investigation, 
which may be mixed with digital material which the 
CCPC is entitled to seize.

Judge Charleton stated that the CCPC was not justified 
in retaining irrelevant material and that the CCPC should 
arrange to destroy material which was “private and not 
relevant to the breach of competition investigation” at the 
end of the process of identifying what is relevant. 

Key points 
1.  The Supreme Court’s decision serves as a reminder 

that any regulatory body must exercise its powers of 
search and seizure proportionately. 

2.  The Supreme Court reiterated the need to engage 
with parties subject to dawn raids in relation to their 
privacy rights and to identify which documents may 
be seized without infringing these rights. 

3. For those entities who might be the subject of a dawn 
raid, the CRH case provides guidance on when to 
challenge a regulatory body during an investigation 
and, in particular, in respect of the relevance of 
certain documents. 

4. Objections made during an investigation should 
be very firm where the regulatory body has seized 
material that is irrelevant to the investigation and  
the challenge should be raised at the earliest  
stage possible.

The insurance sector in Ireland has been the subject of a 
number of investigations by the CCPC recently. A number 
of companies active in the Irish motor insurance market 
were the subject of dawn raids conducted by European 
Commission and CCPC officials on 4 July 2017.

2[2017] IESC 34
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What to do in the event of a dawn raid
Insurance companies are strongly advised to take stock 
of recent developments in connection with their own 
anti-trust compliance and readiness for dawn raids. They 
should ensure the following:

 – Staff, especially IT staff, have been trained on dawn 
raid best practice;

 – Upon arrival of regulator officials, the dawn raid team 
and/or external lawyers are immediately notified;

 – The search warrant is photocopied so that your 
competition lawyers can advise you on its validity and 
the scope of the search permitted;

 – Establish purpose and scope of the investigation from 
the outset;

 – Request that the regulatory body does not commence 
the investigation until your lawyers arrive; 

 – Keep a record of all activities that the regulatory body’s 
officials undertake, including what documents are 
inspected, copied and/or seized and what key word 
searches are used for searches on computers;

 – Assign a member of staff to each official present to 
shadow their actions;

 – Do not attempt to hide or destroy any information;

 – Challenge the inspection/seizure of certain documents 
if there is any doubt as to whether these documents 
are within the scope of the investigation and/or 
warrant, or are legally privileged;

 – Disputed records should be sealed pending resolution 
of their status; and

 – Where individuals are interviewed or questioned, any 
answers should be factual and a record of all questions 
and responses should be kept.

Insurance update | Autumn 2017
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Health and Safety Update

The recent Court of Appeal decision in DPP v Kilsaran 
Concrete Limited3 increased by 700% a fine for a breach 
of the Safety, Health and Welfare at Work Act 2005 (the 
“2005 Act”) imposed by the sentencing Court on the 
grounds that it was unduly lenient.

The Court of Appeal quashed a €125,000 fine and 
imposed a fine of €1,000,000 on the respondent. 

Kilsaran Concrete Limited had pleaded guilty to a count 
of failing to manage and conduct work activities in such 
a way as to ensure, so far as was reasonably practicable, 
the safety, health and welfare at work of its employees, 
resulting in personal injury to an employee, contrary to 
the 2005 Act. 

The concrete manufacturer had purchased a fully 
automated piece of machinery for the manufacture of 
standardised concrete products. Over the course of a 
year, the use of the machine became more unorthodox 
and involved operators routinely working inside of 
the “safety cage”. The Court heard how an operator 
neglected to disengage a mechanical arm inside the 
machine – as had become practice over the previous 
year or so. The mechanical arm descended on top of an 
operator causing a fatal crush injury. 

The sentencing Court considered the following 
mitigating factors:

 – The company entered an early guilty plea to the 
charges, thereby saving the deceased’s family 
additional trauma of listening to evidence.

 – The company co-operated fully with the investigation. 

 – There was a genuine expression of remorse by the 
company. 

 – The company had a good health and safety record 
with only one previous conviction.

 – The company had an insurance excess which required 
them to pay 98% of the fatal injury claim settlement.

The following aggravating factors were also cited: 

 – The company was the employer of the deceased and, 
therefore, had a substantial responsibility to ensure his 
health and safety. 

 – The deceased should not have been allowed work 
inside the safety cage, it exposed him to a high risk of 
injury.

 – The effect of the death on the deceased’s family, 
outlined in Victim Impact Statements. 

The judge stated that he was also required to have regard 
to the financial circumstances of the company and that 
the fine had to be proportionate. The DPP appealed the 
fine to the Court of Appeal, claiming that it was unduly 
lenient. 

Step towards sentencing guidelines for health & safety breaches

3[2017] IECA 112
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Decision of the Court of Appeal
The Court of Appeal assessed the fine imposed under 
four headings: 

i. The assessment of the gravity of the case 
The Court of Appeal stated that the culpability in this 
case was high in addition to the following aggravating 
factors:

a. The harm and distress caused to the deceased’s 
relatives.

b. The breach of law was deliberate and calculated to 
maximise profits.

c. There was a conscious and deliberate discounting 
of safety concerns raised by an experienced 
employee.

d. A previous near miss was disregarded and ignored.

e. The practices which culminated in the accident 
were adopted incrementally over a period in excess 
of one year – this was not a case of passive neglect 
or omission giving rise to a one off incident.

f. The practice was not only condoned but actively 
encouraged and required by senior management.

g. The practice did not appear to have been picked up 
on in any safety audit.

h. The practice involved a core activity of the 
company’s business.

Taking the above into account, the Court believed 
that this case merited a headline sentence of between 
€1,750,000 and €2,250,000. 

ii. The allowance made for mitigation 
The Court of Appeal stated that it was wrong to 
consider the fact that the respondent paid out 98% 
of the fatal injury settlement. This could only be done 
if it gave rise to particular hardship for the offender. 
However, it was proper to have made due allowance 
for the guilty plea, the offender’s co-operation, 
remorse, remedial steps taken and the respondent’s 
generally good safety record. Taking all of the 
above into account, the Court believed that nothing 
above a 50% discount could have been legitimately 
contemplated. 

iii. Proportionality 
The Court of Appeal stated that the sentencing 
court erred in law by disregarding the full range of 
available fines in favour of a more ‘realistic’ range. 
The respondent has returned to profitability and has 
assets valued at many millions of euro. There was 
no evidence that the imposition of a very substantial 
fine would threaten the viability of the company or 
precipitate its dissolution. 

iv. Sentencing policy issues 
The Court of Appeal agreed that the fine failed to 
address the need for deterrence and stated:

“The respondent’s reckless disregard for safety in  
the pursuit of profit drove a coach and four through 
the policy of the legislature, and requires to be 
punished and future conduct of that sort requires  
to be deterred”

Allowing a 50% discount for the mitigating factors, the 
Court imposed a final sentence of €1,000,000.

Conclusion
In the past, judges have been slower to impose large 
fines for health and safety breaches by employers but 
a number of recent cases indicate that this trend is 
changing. In order to avoid such fines, employers and 
insurers should be aware of a number of take home 
lessons from this case.

The case highlights the need for employers to pro-
actively assess their current health and safety practices. 
Employers should not wait for an incident to occur before 
doing so. Although this will incur costs to the employer, 
these will be minimal when compared to the potential 
fine should an accident occur.

If, in the course of such assessment, any unsafe 
practices in the workplace are identified, these should be 
discontinued immediately. As can be seen from this case, 
deliberate and prolonged unsafe practices are likely to 
attract much larger fines than cases of passive neglect 
and one off incidents. 

Employers should not persist with unsafe practices 
simply because the alternative will incur greater expense. 
Deliberate breaches with a view to maximising profit will 
not be looked on favourably by the court when assessing 
the gravity of any offence. 

This case should demonstrate to employers the dangers 
of ignoring employee concerns and previous incidents. 
A failure to learn from previous incidents and neglecting 
to address concerns raised by employees were both 
identified by the Court of Appeal as aggravating factors in 
this case. 

Finally, in the event that an accident does occur, it is of 
critical importance that the employer co-operates fully 
with any HSA investigation. In calculating the fine to be 
imposed, an employer who is open and engaging with 
the HSA is likely to be allowed a significant discount as a 
result.

Insurance update | Autumn 2017
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Piercing the Corporate Veil: Personal Liability for Directors

It is a fundamental principle of Irish company law that 
an incorporated limited company has a separate legal 
personality to that of its directors and officers as well 
as its members. However, recent judicial commentary 
serves as a timely reminder that the courts, in certain 
circumstances, are willing to pierce the corporate veil. In 
general, a company’s separate legal personality will only 
be disregarded in exceptional circumstances, where:

i. the corporate form has been fundamentally 
misused (ie fraud);

Common examples of such misuse include using the 
corporate form to cover up a wrong or to avoid an 
existing legal obligation. 

In May 2017, the High Court in the case of W.L. 
Construction Limited v Charles Chawke and 
Edward Joseph Bohan4 held that a director of a 
building company was liable for over €700,000 in legal 
costs arising out of an action deemed to be an abuse 
of process, tainted by fraud and dishonesty. The Court 
held that the director was responsible for bringing 
false and vexatious claims against the defendants and, 
as such, he was liable to pay the costs incurred by the 
defendants in litigating that claim.

ii. it is expressly permitted by statute; 

For example, section 610 of the Companies Act 2014 
allows a court to declare an individual personally liable 
for the debts or other liabilities of a company that is 
being wound up where it appears that:- 

a. while an officer of the company they were 
knowingly a party to the carrying on of any business 
of the company in a reckless manner; or 

a. they were knowingly a party to the carrying on of 
any business of the company with intent to defraud 
creditors of the company or creditors of any other 
person or for any fraudulent purpose. 

In addition to company law, there are numerous pieces 
of legislation that allow a court to pierce the corporate 
veil in order to impose liability on the directors of a 
company. 

Section 80 of the Safety, Health and Welfare at Work 
Act 2005 permits liability to be imposed on a director, 
manager or other similar officer of a company, or 

any person purporting to act in such capacity, when 
an act constituting an offence by the company has 
been authorised or consented to by that person or is 
attributable to their connivance or neglect.

Similarly, section 9 of the Waste Management Act 
provides that a director, manager, secretary or other 
similar officer of a company (or any person purporting 
to act in such capacity) shall be guilty of an offence 
and shall be liable to be proceeded against as if he 
or she were guilty of an offence committed by the 
company where it is proved that the offence was 
committed with their consent or connivance or is 
attributable to their neglect.

iii. it arises in the ordinary principles of contract,  
tort or operation of law

For example, a director could be liable for the debts 
of a company where he or she enters a contract of 
guarantee in respect of a loan facility advanced to  
the company. 

In tort, a director may become responsible for actions 
of the company where they are found to owe an 
independent duty to the victim. For example, in the 
case of Shinkwin v Quin-Con Limited and Quinlan5, 
the Supreme Court ruled that the second named 
defendant, who was the manager and sole shareholder 
of the first named defendant, was personally liable 
to the plaintiff for injuries sustained by him while 
working in the first named defendant’s factory. The 
Court identified the key question as being whether 
the second named defendant had so closely involved 
himself in the operation of the factory and in the 
supervision of the plaintiff as to make him liable for any 
of the acts of negligence which injured the plaintiff. 
Answering this question in the affirmative, the Court 
stated that the second named defendant had placed 
himself in a relationship of proximity with the plaintiff 
and was therefore liable for the injuries. 

The recent Circuit Court decision in DPP v Ellickson 
Engineering Limited (in Receivership) provides another 
example of the Irish courts showing a willingness to 
look behind the veil of incorporation where a  
company is found guilty of breaching health and  
safety legislation. 

4[2017] IEHC 319 
5[2000] IESC 27
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DPP v Ellickson Engineering Limited  
(in Receivership)6

Ellickson Engineering Limited, now in receivership, was 
fined €750,000 after a lift it had fitted in a well-known 
Kerry hotel collapsed four floors, seriously injuring five 
people. As well as imposing this fine, the Court also asked 
that the file be referred back to the DPP in order to see if 
there could be further prosecution. 

The defendant company had installed the lift in the hotel 
in 2004 and maintained it for a period after installation. 
Years later, in July 2011, the lift collapsed four floors, 
seriously injuring five family members. A subsequent 
HSA investigation established that a safety space and 
electrical system for the security of maintenance staff 
working in the lift had never been installed. The HSA 
investigation determined that there was a “clear failure in 
the installation process of this lift”. 

Following a three day trial, Ellickson was found guilty of 
a breach of Section 10 of the Safety, Health and Welfare 
at Work Act 1989 (the “1989 Act”). Section 10 of the 1989 
Act, inter alia, places a “duty on any person who erects 
or installs any article for use at a place of work where 
that article is to be used by persons at work to ensure, so 
far as is reasonably practicable, that nothing about the 
way in which the article is erected or installed makes it 
unsafe, or a risk to health when in use at a place of work”. 
The Court heard that the breach of section 10 led to the 
accident of July 2011. 

The case was unusual in that no appearance was entered 
by Ellickson. However, as a limited company, the matter 
had to proceed as if a plea of not guilty had been entered. 
Following the guilty verdict in March 2017, sentencing 
was adjourned in order to determine from the receiver 
what assets were available to assist in determining an 
appropriate fine. 

On 5 July 2017, the Court imposed a fine of €750,000 
with three months to pay. The Court had been told  
that the defendant company no longer had any assets. 
The judge asked that the file be referred back to the DPP 
in order to see if there could be further prosecution by 
going behind the veil of incorporation due to the very 
serious nature of the breach and the injuries that  
it caused. 

6(5 July 2017)
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Potential liability for health and safety consultants 
following fatal accidents in the workplace

In the recent case of D Geddes (Contractors) Limited v 

Neil Johnson Health & Safety Services Limited,7  
a Scottish court has ruled that there is no bar in principle 
to a quarry operator recovering a fine imposed on it 
following a fatal workplace accident from external 
consultants it engaged to advise on health and safety 
in the workplace. This represents a substantial shift 
in position that could have wider repercussions for 
professional service providers in general. 

Background
An employee of D Geddes (Contractors) Limited (the 
“Employer”) was fatally injured at work when the lorry 
he was driving reversed into a feed hopper. Following an 
investigation, the Health and Safety Executive identified 
that the accident was caused by a build-up of sand 
and gravel acting as a ramp over a bund designed to 
stop drivers reversing over the edge. The Employer was 
convicted of a strict liability offence (requiring no proof 
of negligence or intention) under the relevant regulation 
designed to protect the health and safety of employees, 
and a fine of £200,000 was imposed. 

At the time of the accident, Neil Johnson Health & Safety 
Services Limited (the “Adviser”) was engaged by the 
Employer as a health and safety adviser with regard to the 
operation of the quarry. The Employer in this case sought 
to recover the fine from the Adviser on the grounds that 
it carried out its role negligently by failing to identify 
the issues with the bund. The Adviser asserted that the 
accident was caused by the Employer’s own negligence. 
Further, it contended that the Employer was barred from 
recovering in damages the penalty imposed on it for its 
own criminal act. It is this latter claim that the recent 
decision is concerned with.

No action based on an illegal act
Simply put, the principle of ex turpi causa non oritur 
actio is a general policy of the law that no action 
can be grounded on one’s own illegal or immoral 
conduct. The argument of the Adviser was based on a 
narrower application of this principle that meant that 
compensation was not recoverable for damage that 
flowed from a fine or other punishment imposed due 
to an illegal act. The major policy reason behind this 
narrower application is the prevention of inconsistency 
between the criminal and civil law.

7 [2017] CSOH 42
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Decision of Lord Tyre 

As there were no previous Scottish cases dealing with 
this issue, Lord Tyre evaluated the English authorities 
that looked at the applicability of the principle. Lord Tyre 
concluded from this review that there is no authority 
indicating that recovery of a criminal penalty, or the costs 
of a criminal sanction, is never permissible. 

Lord Tyre, however, drew a distinction between cases 
where there was no fault or responsibility on the 
claimant’s behalf and those where the claimant was in 
some way culpable. Lord Tyre believed that it was only in 
the former cases that a loss could be recovered, with the 
latter type being disallowed (regardless of the degree of 
respective fault). 

Lord Tyre cited with approval an English case8 which 
allowed recovery in a situation where a motorist was 
convicted of the offence of driving without insurance, 
which requires no proof of culpability. The defendant 
insurance company was liable for the costs of the 
punishment in this case as they had misrepresented to 
the plaintiff that he was insured. This is indicative of the 
type of cases that Lord Tyre envisaged would be suitable 
for recovery of loss. 

Having decided as a preliminary issue that there was 
nothing to prevent the Employer making this claim, 
Lord Tyre ruled that both parties would now have to put 
forward evidence to support their claims. Should the 
Adviser successfully prove that the Employer was in any 
way negligent, the principle of ex turpi causa will apply to 
prevent recovery by the Employer. 

Implications of the decision
1. It is important to note that this decision is one of the 

Scottish Courts. Therefore, it is merely of persuasive 
value in Irish Courts. All authorities cited by Lord Tyre 
in reaching this decision are English and, as such, it is 
entirely possible that a similar result would be reached 
in an English Court, in which case its persuasive value 
would be even greater. We will be watching out for 
any similar cases that are heard in the Irish Courts to 
see if this decision is followed. Similarly, we will keep a 
keen eye out for the result of any substantive hearing 
in this action.

2. This decision could potentially bring an added 
dimension to health and safety prosecutions in 
Ireland. Companies and their insurers should consider 
at the outset of a HSA investigation whether any fine 
imposed could be recovered from an external health 
and safety adviser. A key consideration here will be 
whether the company that has been fined could be 
said to have been culpable in any way, as any degree 
of culpability would defeat a claim for recovery.

3. Any professional service providers, and their 
indemnity insurers, should as soon as possible review 
their terms of engagement with a view to limiting 
liability for losses incurred by clients due to criminal 
fines and other punishments.

4. It is worth pointing out that the principle excluding 
recovery refers to criminal cases. Recovery of loss in 
civil cases is quite common. 

8 Osman v J Ralph Moss Ltd [1970] 1 Lloyds Rep 313
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Return to Sender – Conducting a Product Recall

A product recall is conducted in circumstances where 
there has been a discovery of safety issues or product 
defects that might endanger the consumer or put the 
manufacturer at risk of legal action.

In recent times, a growing number of companies have 
been forced to recall their products on the market 
due to safety concerns. When faced with a recall, the 
media attention, coupled with the potential damage to 
a company’s brand and reputation can prove difficult 
to overcome. On a national level, the Competition and 
Consumer Protection Commission (“CCPC”) (which 
was established on 31 October 2014) is responsible 
for monitoring whether suppliers/manufactures and 
distributors are in compliance with relevant product 
safety legislation. 

The CCPC has a general function of promoting consumer 
welfare and is responsible for investigating, enforcing and 
encouraging compliance with consumer law. The Office 
of the Director of Consumer Affairs (the “Director”) also 
carries out market surveillance to ensure compliance 
and the Director has the power to prosecute offenders 
and order that dangerous products be removed from the 
market.

Insurers should be aware that if a business is recalling a 
product, it is obliged to notify the CCPC of any proposed 
action. If the recall involves a product that has been 
placed in the market in two or more member states, the 
CCPC is required to notify the European Commission 
via the rapid exchange of information in the event of 
serious risk to the health and safety of consumer system, 
otherwise known as the RAPEX system. The business is 
also under an obligation to inform consumers of any risk 
or hazard attaching to the product. In addition to the 
CCPC website, details of product recalls are published 
where appropriate on the websites of the FSAI, RSA, and 
the IMB.

Corrective action and product recall:
The key message for insurers is to ensure that insured 
companies plan ahead and ensure that they have 
adequate procedures in place to ensure that they have 
the requisite capabilities to tackle any corrective action, 
including a product recall that may be required in the 
event that an issue comes to light with a product they 
are producing and placing on the market. Preparation is 
key and should focus on two overriding criteria – acting 
quickly and communicating efficiently. A guide for 
implementing corrective action can include:

Forward plan:

1. Establish a policy and procedure for corrective action 
in advance.

2. Ensure that the information around the safety of 
products is closely monitored.

3. Maintain up to date records of products to help trace 
products, identify end users of products and the 
suppliers of your product.

4. Have an appropriate communications programme 
established in advance to communicate with 
potentially affected consumers should a product 
recall be necessary.

Assess the risk:

5. Identify the hazard and establish its cause (risk 
assessment).

6. Estimate the quantity of products that are affected; 
identify the market; determine the probability and 
severity of any potential injury.

7. Determine the level of exposure of the overall risk.

What to do in the event that corrective action  
is required:

8. Determine what that corrective action entails.

9. Notify in an appropriate manner the relevant market 
surveillance, in Ireland this is the CCPC.

10. Prepare a corrective action announcement. This can 
take a number of forms including a media release, 
point of sale material or a personal letter, or email 
etc. We recommend a questions and answers section 
should also be prepared to answer any difficult 
questions and ensure consistency.

11. If products need to be returned to the producer, 
an adequate system will need to be arranged to 
facilitate this process. Alternatively if products are 
to be remedied or disposed of systems will need to 
be prepared to allow for this process to occur in a 
straightforward manner.

The steps to take following a corrective action:

12. Review the current design standards and quality 
control in place to try to avoid issues in the future.

13. Analyse the current corrective action procedure in 
place to determine its effectiveness and make any 
amendments required.

Recent statistics published by the CCPC, indicate that 
there have been 41 incidents of product recall in Ireland 
since the beginning of this year. As such it is of upmost 
importance that manufacturers/suppliers and distributors 
alike familiarise themselves with the appropriate steps and 
actions to take in the event that the safety of a particular 
product is called into question.
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Court Statistics 2016
The Courts Service has recently published its annual report and we have selected the statistics of most interest below:

Key contacts

1. There are more cases. More than 48,000 civil cases were admitted to the 
High Court in 2016, comprising a 5% increase from the previous year.

2. 157 cases were admitted to the Commercial List in 2016, a 6% increase on 2015.

3. As the economy improves there has been an increase in specific 
performance cases and applications for injunctive relief. Correspondingly, 
there was a general decline in enforcement for 2016 with 29% fewer 
execution orders issued, 27% fewer judgments registered and 6% fewer 
judgment mortgage certificates signed. 

4. Applications for judicial review showed a marked increase with 38% 
more High Court applications for judicial review than in 2015. The High 
Court granted liberty to apply for judicial review in 339 cases, with 57 
applications refused (excluding asylum related applications).

5. There was an 18% increase in personal injury suits filed in the High Court 
in 2016. However, this did not lead to an increase in the level of awards. 
The total amount awarded by the High Court in personal injury suits in 
2016 was €147 million, down from €168 million in 2015. 

6. It is taking longer to get to trial. The average length of civil proceedings 
in the High Court (as a court of first instance) was 772 days, up from 680 
days in 2015. The average length of a civil appeal, from issue to disposal, 
was 585 days.

7. In the Commercial list, the waiting time from the first return date for a full 
hearing ranged from 1 week to 4 months depending on the time required 
for a hearing.

8. Once leave was granted for judicial review, the average wait time was 5 
months – 1 month longer than 2015.

9. On average in 2016, the first return date for a common law motion was 
available 4 weeks following the issuing of a notice of motion.

10. In 2015, the wait time from when an appeal was entered into the court 
list to the date of hearing, was 10 months. In 2016, the wait for an appeal 
requiring more than two hours was 18 months, with fast tracked short 
appeals taking 9 months.

Execution Orders

Judgments Registered 

Judgment Mortgage 
Certificates Signed 

Shine breakfast briefing
What’s trending in litigation
Date: Thursday 28 September 2017
Registration: 07.30–08.00
Seminar: 08.00–09.00
Venue: Eversheds Sutherland, Earlsfort Terrace, Dublin 2

Eversheds Sutherland invites you 
to join us for a breakfast briefing to 
discuss what’s trending in litigation, 
including recent developments in 
the Superior Courts, covering:

 – payments of costs  
pending taxation

 – written submissions
 – modular trials
 – pitfalls in witness preparation 

Speaking at this event will be 
Stephen Barry, Partner, Dispute 
Resolution & Litigation.

If you would like to attend please 
RSVP to Rosemarie Pollard at 
rosemariepollard@eversheds-
sutherland.ie by Friday 15 
September.

38%

18%

1
month

92
days

6%

27%

29%

5%

6%

For more information on any of the topics 
discussed in this update, please contact:

Jim Trueick 
Partner

+353 1 6644 247 
jimtrueick 
@eversheds-sutherland.ie

Stephen Barry 
Partner

+353 1 6644 284 
stephenbarry 
@eversheds-sutherland.ie
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