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  Data protection

T
he protection of per-
sonal data of employees
in Poland is a difficult

subject, where restrictive provi-
sions of law clash with justified
interests of employers. And the
regulations in force do not al-
ways give a clear answer on
whether certain activities of the
employer are legal or not. Edyta
Bielak-Jomaa, Poland’s newly
appointed Inspector General
for Personal Data Protection
(GIODO), said in an interview
recently that she will take a
close look at regulations gov-
erning various aspects of em-
ployee privacy to make sure they
are clear to follow for employ-
ers. 

Big brother watching?
It has become standard for
many companies to monitor
their employees in various ways.
They scan staff computers, par-
ticularly emails. Video surveil-
lance is popular for observing
employees in the office and on
the factory production line,
with closed-circuit television as
employers’ technology of
choice. 

But there is no legislation in
Poland dealing with this matter
directly, and one may wonder
whether such actions by em-
ployers are legal at all. If so,
perhaps there are limitations on
what employers can do? 

Some of these issues have
been addressed recently by
GIODO. Bielak-Jomaa con-
firmed that monitoring of em-
ployees at the workplace is legal
under Art. 22 § 1 of the Polish
Labor Code. Under that provi-
sion, the employee is obliged to
perform work of a specified
type for the employer and under
the employer’s supervision, at a
place and time specified by the

employer. The employee must
remain at the employer’s dis-
posal during working time.
Therefore, employers are enti-
tled to monitor how employees
fulfill the duties for which they
are paid. 

No holds barred
However, monitoring cannot be
unlimited in its purpose and
the way it is performed. First of
all, employees must be in-
formed that monitoring is in
place. There are no specific re-
quirements as to the form in
which this information needs to
be delivered, and therefore the
employer may provide it only
orally, via intranet, or on paper
with the employee’s signature
confirming that the information
has been read and understood.

Video surveillance should
also have a clear purpose. This
is fairly easy to justify in the
case of production plants where
the employer needs to have
control over its property (ma-
chinery, finished products etc.)
In the case of office-based em-
ployees, the need to protect
company secrets seems a justi-
fied purpose for using both
computer monitoring and video
surveillance, especially in areas
where highly sensitive informa-
tion is handled. 

Thirdly, monitoring at the
workplace must not violate the
employees’ right to privacy. It is
not permitted to install surveil-
lance cameras in areas that are
generally free from employer
supervision, such as toilets,
changing rooms and social
spaces. There are also restric-
tions when it comes to the
monitoring of employee com-
puters. For example, the em-
ployer is not allowed to inspect
employees’ private emails, even

if such correspondence is kept
on a server belonging to the
employer.

As to other forms of control,
it is important to note that bio-
metric solutions have become
very popular. They involve iden-
tification of individuals through
such features as their finger-
prints, palm veins, facial shape,
DNA, palm prints, hand geome-
try, iris or retina recognition,
and so on. However, any such
systems should be imple-
mented in a reasonable and re-
sponsible manner, because
these items also constitute per-
sonal data. A few years ago,
GIODO ruled (and still takes a
firm stance on this issue) that
monitoring the working time of
employees using fingerprint
readers is excessive and there-
fore not permitted.

Personal data generation
Monitoring of employees is not
only a question of the right to
privacy but also of personal
data. Any information that di-
rectly identifies or could iden-
tify an individual (e.g. in con-
nection with other information)
constitutes personal data under
the Polish Personal Data Pro-
tection Act. This includes such
information as names and ad-
dresses, as well as recordings of
people where they can easily be
identified in video or still pic-
tures.

Therefore, the main risk con-
nected with using employee
monitoring by employers is that
they may, even unintentionally,
violate the Personal Data Pro-
tection Act. In consequence,
employers may bear liability as
specified in the act, which in-
cludes administrative liability
(GIODO may order the em-
ployer to make certain changes

in its data processing scheme),
as well as criminal liability (up
to 3 years’ imprisonment).
Moreover, if employees believe
that their right to privacy has
been violated, they may file a
civil lawsuit against the em-
ployer. 

It is important to note that, at
present, GIODO does not have
the power to impose a fine on
the employer (as a data con-
troller). However, this will
change when the EU’s General
Data Protection Regulation fi-
nally enters into force (probably
at the end of 2018). This new
legislation will be directly bind-
ing on EU member states and
will give new powers to national
data protection authorities.
This will allow GIODO to im-
pose substantial fines on any-
one who violates data protection
laws: up to EUR 100 million or
5% of annual worldwide
turnover in the case of an en-
terprise, whichever is higher. 

In conclusion, employers in
Poland should know that they
are allowed by law to monitor
their employees—whether this
pertains to their computers or
involves video surveillance.
However, numerous limitations
and potential liability connected
with personal data protection
and the right to privacy should
always be borne in mind when
implementing any form of auto-
mated inspection.
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