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with its impact on daily life, has generated 

new challenges for protection of personal 

data. Current technology enables private 

companies and public authorities alike 

to exploit personal data on a previously 

unheard-of scale. 

Faced with these challenges, the European 

Commission has begun to carry out 

a comprehensive reform of the existing data 

protection regime in the European Union, 

which is currently based on

Directive 95/46/EC of the European 

Parliament and of the Council of 24 October 

1995 on the protection of individuals with 

regard to the processing of personal data 

and on the free movement of such data 

(Data Protection Directive)

Council Framework Decision 2008/977/JHA 

of 27 November 2008 on the protection of 

personal data processed in the framework 

of police and judicial cooperation in criminal 

matters,

and thereby introduce a consistent data 

protection policy across the EU.

he rapid development of technology, 

·  

   

   

   

   

   

·  

   

   

   

   

New EU guidelines

The Proposal for a Regulation of the European 

Parliament and of the Council on the protection 

of individuals with regard to the processing 

of personal data and on the free movement of 

such data (General Data Protection Regulation) 

has now been released by the European 

Parliament and the Council for consideration.

The proposed General Data Protection Regulation 

would introduce a number of significant changes 

in the current data protection rules. Some of 

the key changes include:

new definitions, such as “personal data breach,” 

“genetic data,” and “binding corporate rules”

introduction of the new data processing 

principles of “transparency” and “minimisation” 

imposition of additional requirements for 

data controllers to inform data subjects, for 

example of the storage period and the right 

to lodge a complaint in relation to international 

transfers, the right to rectification and 

erasure of data, and obligatory notification 

of a personal data breach

strengthening the position of national data 

protection authorities, primarily by enabling 

them to impose fines for violation of data 

protection regulations of up to EUR 1 million 

or 2% of a company’s global turnover

greater precision in the regulations concerning 

judicial remedies in the event of a personal 

data breach, and establishment of common 

rules of judicial procedure

establishment of a European Data Protection 

Board, made up of the heads of the national 

data protection authorities of all the member 

states and the European Data Protection 

Supervisor, replacing the Working Party set 

up under Art. 29 of the Data Protection Directive

clarifying the rules for transfer of data to 

third countries, including specification of the 

criteria for decisions finding there is an adequate 

level of protection, or, where no adequacy 

decision has been issued, the ability to transfer 

data to third countries on the basis of prior 

consent by the national data protection authority 

based on standard data protection clauses, 

binding corporate rules, and contractual clauses
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·  derogations from the general rules for 

   data transfer in such areas as data transfer 

   between competition, tax, customs and 

   social insurance authorities

recognition of expanded rights of data 

subjects, including

“the right to be forgotten”—in other words, 

the right to demand that the controller 

delete the data and cease disseminating 

the data

the right to obtain a copy of data 

undergoing processing in an electronic 

and structured format

the right to object to processing of data 

for direct marketing purposes

the right to object to “profiling,” i.e. 

automatic processing of personal data 

intended to evaluate certain personal 

aspects relating to an individual.
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Meanwhile, the European Commission has 

also proposed a new directive governing data 

protection in law enforcement (Proposal for 

a Directive of the European Parliament and 

of the Council on the protection of individuals 

with regard to the processing of personal 

data by competent authorities for the purposes 

of prevention, investigation, detection or 

prosecution of criminal offences or the 

execution of criminal penalties, and the free 

movement of such data).
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Summary 

The proposed new data protection regime is 

a response to the challenges posed by the 

market economy and ongoing technological 

advances. The goal is not only to increase 

data protection, but also to consolidate the 

current scattered regulations.
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