
The Internet of Things, or IoT, is
generating a great deal of interest
as governments and businesses
consider how enabling
communication by and between
the smart ‘things,’ not just
smartphones, we use in everyday
life will lead to improved economic
gains. Ofcom considers that
sectoral benefits from IoT services
together with major developments
across the communications sector
have the potential to drive
innovation and investment in this
area.

In July 2014 Ofcom issued a call
for submissions (needed by 1
October 2014) on its potential role
as an ‘enabler,’ requesting feedback
on various issues to shape IoT
development and Ofcom’s role,
including:
!Views on required radio

spectrum, frequency bands and
whether access should be licensed
or exempt;
! Obtaining a better

understanding of developments
into new IoT applications,
standards and networks;
!Views on the use of telephone

numbers and/or internet protocol
addresses and the type of

connectivity required;
! Obtaining a better

understanding of necessary
network resilience and security
needs;
! The interaction with big data;
! Views on what IoT standards

should apply; and
! What role Ofcom needs to

play, including areas where it
should adopt a more proactive
role.

The call refers to previous Ofcom
studies on this topic and highlights
the need to address consumer
awareness, to consider device
vulnerability, and to debate
network types and standards used.
Ofcom is particularly concerned to
ensure that perceived critical risk
areas are considered: the protection
of personal data and privacy, the
consequential interaction with big
data, and data security.

So why are these topics seen as so
important to the IoT and its future
success? The results of research and
studies about the IoT over the last
two years raise these very concerns,
in some cases indicating a
surprising lack of awareness by
consumers that their personal data
could be captured by smart
devices. For instance, the TRUSTe
‘Internet of Things Privacy Index –
GB Edition’1 study this year by
Ipsos Mori indicated that:
! 53% of respondents did not

realise that smart devices could
capture data on their personal
activities;
! Only 13% of respondents

would be happy for the data to be
shared with the government;
! Only 7% of respondents would

be happy for advertisers to access
the data;
! Of the 47% of respondents

who understood that their
personal data could be captured by
smart devices:

a/ 83% wanted to understand
what was being collected;

b/ 87% wanted to control the

use of those details;
c/ 87% would delay purchasing

smart devices until they were
suitably reassured on these issues;
and
! Despite the advantages of the

IoT, only 18% of respondents
thought those benefits outweighed
any privacy concerns.

The Information Commissioner’s
Office, or ICO, has also specifically
commented on the IoT in its
recent August 2014 blog, following
its Big Data paper in July. The
ICO’s IoT blog2 reminds those
providing IoT devices and services
of their data protection obligations
and entreats consumers to beware,
especially of security risks. The
ICO refers to recent research
published by consumer group
Which? into ‘Smart-TV spying,’3

where a consumer had been
shocked to find his children’s
names had been collected from a
family video viewed on the TV and
sent unencrypted via the internet
to the manufacturer’s servers.

Another survey, ‘Internet of
Things: Connected Home’ by
Fortinet (conducted by GMI, a
division of Lightspeed Research)4

this year, confirmed consumer
concerns about data protection,
privacy and security, with almost
70% being extremely or somewhat
concerned about data breach or
potential disclosure of sensitive
details. Collection or sharing of
data by stealth would cause 62% of
respondents to feel ‘completely
violated and extremely angry.’

IoT data will vary hugely but, for
instance, technology that can open
premises and disable alarms as
your car approaches the garage,
could be vulnerable to misuse by
criminals seeking to burgle your
home. Just as the Heartbleed
computer bug could infect your
connected computer device,
locking you out from your data
and holding you to ransom, absent
robust end to end security, homes
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Ofcom consults on the future
of the Internet of Things
UK telecoms regulator Ofcom has
released a call for submissions in
order to shape the development of
the Internet of Things and Ofcom’s
role in its development. The
consultation covers an array of
issues to consider as the Internet of
Things takes off, including its
interaction with big data, IoT
standards and whether Ofcom
should be adopting a proactive role
in the development of the Internet of
Things. Liz Fitzsimons of Eversheds
LLP assesses why the issues raised
by Ofcom’s consultation are
considered important for the IoT.
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may mean collect and keep
everything because we don’t yet
know what may be useful and we
haven’t yet thought about
everything we may want to do with
the data but we still want to be able
to use it for all those good reasons
too).

The response around Europe to
the treatment of EU citizen
personal data by the NSA indicates
increased sensitivity about the use
of personal data and without
consumer trust in smart devices,
there will be no market for their
sale and no innovation or
investment as a result.

Many players are concerned
about further regulation in this
area, which they feel may stifle
innovation and add cost, making
the economics of the IoT unviable.
By contrast, individuals and
consumer groups want to ensure
individual control of their own
data, with transparency of use,
accountability for use and robust
anonymisation techniques and
security measures all being
important to them. If industry
wants to minimise further
regulation and make a success of
the IoT, rather than claiming that it
is impossible to meet consumer
concerns, players will need to
address them. Those who embrace
and deal with the concerns appear
most likely to flourish in this area.
The Which? smart-TV research
appears to reveal that there is still
some way to go before industry
can be said to be doing so. In that
case, it seems that unnecessary
levels of data were collected, that it
was not always clear why, that such
details were sometimes sent
insecurely, and that in many cases,
if consent to the manufacturer’s
required privacy uses was not
provided, many key features of the
smart-TV became unusable, such
as the use of apps, the web browser,
or in some cases, use of the smart-
TV services themselves (despite the

consumer having paid for the
device). In such cases, providers
should also be aware of the risk of
breaching consumer protection
legislation.

Most respondents to an IoT EU
Commission study reported in
2013 wanted further guidelines for
the IoT with a greater regulatory
role in IoT development, and the
Connected Home research revealed
almost 2:1 of respondents felt
governments should regulate IoT
data collection and use. Against
this background, if the IoT is to
reach its potential, it appears that
not only will regulators like Ofcom
have to work closely together with
other regulators, like the ICO, but
will need to encourage a realistic
debate about the core issues and
how to be compliant, as well as
policing and enforcing compliance,
in order to maintain trust and
confidence. Ofcom will no doubt
play a key role in relation to
network security in the context of
IoT, building on its recent guidance
on security requirements in
sections 105A to D of the
Communications Act 2003 (8
August 2014)5.

If the new EU data protection
regulation is adopted as proposed,
the potential fine of 5% annual
global enterprise (not data
controller) turnover may
encourage players that they can do
more voluntarily to comply and to
reassure consumers.
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controlled by connected smart
devices could be taken over
remotely, with occupiers locked
out; critical energy networks could
be attacked; and transportation
vehicles and systems thrown into
chaos. Being more connected may
create amazing possibilities but will
also create many more access and
connection points vulnerable to
exploitation, an issue taxing
defence and security authorities
and which Ofcom rightly
highlights.

Big data interaction with IoT is
seen by Ofcom as having
potentially significant benefits,
both from IoT data feeding big
data projects (adding to the
available and essential volume of
data), and IoT providers being able
to access other big data (the
essential variety element) and all
facilitating innovative services
(since processing the volume and
variety of data at great velocity
hopefully generates new and
valuable insights). Ofcom
questions what barriers there are
that may prevent this and what it
could do to help with their
removal.

Although many may see data
protection legislation as a barrier, it
will not be removed from IoT
and/or big data applications where
relevant according to recent data
protection regulatory publications.
Consumers are also unlikely to be
forgiving if allegedly anonymous
data collected about their home life
is then used to identify them by
third parties, especially for other
commercial purposes. A challenge
to development in this area is that
many of the data protection
principles (data minimisation,
necessary use for a permitted
purpose made clear upfront, with
no further incompatible use and
retention only so long as
reasonably necessary for that
purpose) do not sit easily with IoT
and big data (which in some cases


