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Development Summary Links 

Brexit 

UK/EU withdrawal negotiations On 22 October the Prime Minister gave a statement to the House of Commons 
on the current state of UK/EU withdrawal negotiations following the European 
Council meeting of 17 – 18 October. She stated that 95% of the Withdrawal 
Agreement and its protocols are now settled, but that the real sticking point 

that is left is how to guarantee that there is no hard border between Northern 

Ireland and Ireland if agreement on the UK/EU future relationship is not agreed 
by the end of the implementation period (ie the “backstop”). In order to resolve 
this issue the Prime Minister stated that four steps are required: make the 
commitment to a temporary UK-EU joint customs territory legally binding so 
that the Northern Ireland only proposal is no longer needed; create an option 
to extend the implementation period as an alternative to the backstop; ensure 

that if the UK were to need either the backstop or an extension to the 
implementation period it could not be kept in either arrangement indefinitely; 
the Government to deliver its commitment to ensure full continued access for 
Northern Ireland’s business to the whole UK internal market. 

PM statement 

 

 

DIT update on Brexit preparations The Department for International Trade (“DIT”) has given an update on 

preparations for Brexit by way of a letter to the International Trade Committee. 
The letter covers the following points, amongst others: 

 WTO schedules (the schedules to the WTO trading agreements that set 
out members’ commitments with regard to import duties, quotas and 
market access): WTO members had until 24 October to assess the 
proposed UK-only goods schedule and concerns from some members 

 

https://www.gov.uk/government/speeches/pms-statement-on-european-council-22-october-2018
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were anticipated. The UK will continue to trade on the terms it set out 
in July while the certification process is completed. The DIT intends to 
launch the formal certification process for the services schedule towards 

the end of autumn. The process will include 45 days for WTO members 
to raise formal objections to the certification of the schedule and, as 
with goods, the notified schedule will form the basis of trading terms 
pending resolution of any issues. 

 Government Procurement Agreement (a plurilateral agreement that 
opens up government procurement markets among its parties): the 

UK’s accession to the GPA will be discussed at the GPA Committee 

meeting in November with a view to providing provisional acceptance 
should discussions reach a close before then. 

 EU trade agreements: discussions with trading partners regarding 
continuity of EU trade agreements have been positive. In the event of 
a no deal Brexit the DIT will seek to bring into force bilateral agreements 
with partner countries from exit day. 

 Trade Remedies Authority (a new body established under the Trade Bill 
to defend UK businesses against unfair trade practices): good progress 
is being made to establish this body: staff have been recruited and 
training has begun. A pilot of the digital platform that will underpin the 
TRA’s work has been launched. 

Trade Bill 2017 - 19 The House of Lords Constitution Committee has recommended amendments to 
the Trade Bill 2017 – 19. The purpose of the Trade Bill is to create the powers 
for the UK to put post-Brexit international trade agreements into place that 
correspond to pre-Brexit agreements, to enable the UK to re-join the General 
Procurement Agreement as an independent member instead of as part of the 
EU, to establish the UK Trade Remedies Authority and to make arrangements 
for the collection and disclosure of information relating to trade.  

The House of Lords urges the Government to ensure that the promised legal 
safeguards for delegated powers are included in the Bill and raises concerns 
over the use of broad powers to establish the new Trade Remedies Authority. 

Recommendations 

Trade Bill tracker 

 

 

No deal Brexit: UK Government 
technical notices 

The Government has issued further technical notices on preparing for a no deal 
Brexit, which can be accessed from the landing page in the links column. These 
include a technical notice on existing free trade agreements which states that if 

there is a no deal Brexit the Government will seek to bring into force bilateral 
UK-third country agreements from exit day or as soon as possible thereafter. 
The aim is for these agreements to replicate existing EU agreements and their 

Government technical notices on 
preparing for a no deal Brexit 

 

https://www.parliament.uk/business/committees/committees-a-z/lords-select/constitution-committee/news-parliament-2017/constitution-committee-reccomends-amendments/
https://services.parliament.uk/bills/2017-19/trade.html
https://www.gov.uk/government/collections/how-to-prepare-if-the-uk-leaves-the-eu-with-no-deal?utm_source=4bdca462-4e79-46dd-80af-901bebfbc953&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
https://www.gov.uk/government/collections/how-to-prepare-if-the-uk-leaves-the-eu-with-no-deal?utm_source=4bdca462-4e79-46dd-80af-901bebfbc953&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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preferential effects. If such arrangements are not in place on exit day, trade 
would take place on WTO terms on the “Most-Favoured Nation” basis whereby 
the same rate of duty is charged to all WTO members in relation to the same 

good and “no less favourable treatment” is given in respect of services. In this 
context the Government notes that the UK is currently working closely with WTO 
members to ensure a “simple, fair and transparent transition” from the UK’s 
current membership of the WTO as a member of the EU to independent 
membership. 

Inquiry into procedure for 

“meaningful vote” on withdrawal 
arrangements 

The House of Commons Procedure Select Committee has launched an inquiry 

into the procedure which ought to apply in the House of Commons for the 
“meaningful vote” on approval of the UK/EU withdrawal agreement and the 
framework for the future relationship between the UK and the EU, as required 
by section 13 of the European Union (Withdrawal) Act 2018. 

Press release 

 

Inquiry into parliamentary scrutiny 

of treaties 

The House of Lords Constitutional Committee has launched an inquiry into the 

parliamentary scrutiny of treaties. This inquiry will consider how effective 
Parliament’s current scrutiny of treaties is in holding the Government to account 
and in helping it to get the best agreements possible. This is in the context of 
ensuring that the process is sufficiently robust to deal with the increased 
number of treaties that will need to be scrutinised post Brexit. The deadline for 
submissions is 5pm on Thursday 6 December. 

Press release 

 

HMRC guidance on customs 
processes and procedures on a no 
deal Brexit 

HMRC has published a “partnership pack” on customs processes and procedures 
that are likely to apply if there is a no deal Brexit, including the requirement for 
import and export declarations on goods moving between the UK and the EU, 
safety and security declarations from the carriers of goods into the UK and the 
imposition of customs duties and checks on imports. The pack takes the form 
of 15 separate notes, each addressed to a specific type of trader or 

intermediary, detailing the impact the changes will have on them and what they 
can do to prepare. 

Partnership pack landing page 

 

Government fact sheets on trade 
between UK and EU Member States 

The Government has issued a series of fact sheets detailing the current trading 
relationship between the UK and each EU Member State. Each fact sheet 

contains an overview of the extent of import/export and trade dependence on 

a sector basis between the UK and the relevant Member State. 

Letter containing factsheets 

 

Type approval of motor vehicles A negotiating mandate has been approved for the European Council to negotiate 
with the European Parliament and European Commission the text of a 
Regulation to allow manufacturers of motor vehicles, systems, components and 

Press release 

 

https://www.parliament.uk/business/committees/committees-a-z/commons-select/procedure-committee/news-parliament-2017/meaningful-vote-launch-17-19/
https://www.parliament.uk/business/committees/committees-a-z/lords-select/constitution-committee/news-parliament-2017/parliamentary-scrutiny-of-treaties/
https://www.gov.uk/government/publications/partnership-pack-preparing-for-a-no-deal-eu-exit
https://www.parliament.uk/documents/commons-committees/Exiting-the-European-Union/17-19/Correspondence/Letter-from-Secretary-of-State-to-Chair-fact-sheets-11-October-2018.pdf
https://www.consilium.europa.eu/en/press/press-releases/2018/10/24/type-approval-of-motor-vehicles-transition-from-eu28-to-eu27/
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separate technical units who hold a UK type-approval to obtain a type-approval 
from one of the EU27, provided that the application is made before Brexit. The 
aim of this Regulation is to ensure a smooth transition for the type-approval of 

these products. 

Commercial - general   

Court of Appeal allows appeal in 
incorporation of terms case 

In Arcadis Consulting (UK) Ltd (formerly Hyder Consulting (UK) Ltd) v 
AMEC (BCS) Ltd (formerly CV Buchan Ltd) the Court of Appeal has 

overturned a High Court decision.  

At High Court level it was held that although there was a contract for design 
work in place between the parties, it was just a “simple contract” formed by 
Hyder accepting, by its conduct, an offer for it to perform work for remuneration 
which was set out in a letter from Buchan. Crucially, it was held that none of 
the terms and conditions passing between the parties had been incorporated 
into that contract with the consequence that there was no cap on Hyder’s 

liability to Buchan.  

The Court of Appeal held that although the judge at first instance had rightly 
held that there was a binding contract in place, he had placed too much 
emphasis on Hyder’s failure to formally accept any terms and conditions in 
correspondence. There was no evidence of rejection of terms or of a counter-

offer, and so once it was found that Hyder had accepted Buchan’s offer by its 

conduct it followed that Hyder had unequivocally accepted all of the terms 
contained in that offer which referred to, and therefore incorporated, detailed 
terms and conditions including a liability cap.  

Although this decision turns on its facts, it highlights the risks of carrying out 
work without an executed contract in place.  

Judgment 

 

Call for evidence on tackling late 

payment 

The Government has issued a call for evidence on tackling late payment, noting 

that although measures taken in recent years to combat the late payment 
culture have reduced late payments (such as the appointment of the Small 
Business Commissioner to deal with small businesses’ late payment disputes 
and the introduction of The Reporting on Payment Practices and Performance 

Regulations 2017 and the voluntary Prompt Payment Code), more needs to be 
done. Responses are due by 29 November. 

The call for evidence includes questions on existing payment practices and asks 

for views on existing measures to create a responsible payment culture and 
what more can be done to refine measures and promote good practice.  

Call for evidence 

 

http://www.bailii.org/ew/cases/EWCA/Civ/2018/2222.html
https://beisgovuk.citizenspace.com/ccp/responsible-payment-culture-cfe/
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Alongside the call for evidence the Government has announced that it will 
introduce a new “tough and transparent” compliance regime to underpin the 
Prompt Payment Code. The Small Business Commissioner will join the Prompt 

Payment Code’s Compliance Board to provide independence from industry and 
the Board will report on all cases of signatories being removed from the Code. 
The Government is also considering, through the call for evidence, whether 
further reform to the Code is required including whether the Small Business 
Commissioner should have a greater role in its administration. 

2018 UK annual report on modern 

slavery 

The Home Office has published its 2018 annual report on modern slavery, 

setting out an assessment of modern slavery in the UK and the UK’s existing 
and future response to modern slavery. 

Report 

 

Proposals to prohibit the exercise by 
suppliers of contractual rights to 
terminate for insolvency 

The Government has published its response to a consultation on insolvency and 
corporate governance. 

Of particular concern in the context of commercial contracts is the Government’s 

statement that it will legislate to prohibit the enforcement of contract clauses 
which allow  a supplier in a contract for the supply of goods or services to 
terminate the contract on the grounds that the customer has entered into formal 
insolvency (ie a corporate insolvency procedure provided for in the Insolvency 
Act 1986 such as administration, liquidation or company voluntary 
arrangement), a pre-insolvency moratorium process or a restructuring plan 

process. Suppliers will retain the ability to terminate on any other ground 
permitted by the contract including non-payment. The Government expressly 
states that contractual licences such as software licences and patent licences 
will be covered by these provisions, but notes that there are grounds for 
exempting certain types of financial products and services from the measures.  

In order to protect the position of suppliers the Government states that as a 
“safeguard of last resort” a supplier will be entitled to seek court permission to 

exercise a contractual right of termination for insolvency on the grounds of 
undue financial hardship. 

These proposals are at an early stage and we will be monitoring their progress. 

 Government Response (See 
paragraphs 5.97  et seq) 

Government response to 
consultation on reform of IR35 

The Government has now published a summary of responses to its consultation 
on tackling non-compliance with IR35, the off-payroll working rules, in the 
private sector. The IR35 rules ensure that people working through personal 

service companies who would have been employees if they had been engaged 
directly pay broadly the same income tax and national insurance contributions 
(“NICs”) as if they were employed. The Government has estimated that only 

Summary of responses 

 

https://www.gov.uk/government/publications/2018-uk-annual-report-on-modern-slavery
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/736163/ICG_-_Government_response_doc_-_24_Aug_clean_version__with_Minister_s_photo_and_signature__AC.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/752160/Off-payroll_working_in_the_private_sector_-_summary_of_responses.pdf
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10% of people apply the rules properly leading to huge losses in tax revenue. 
The rules were reformed for the public sector in April 2017 so that liability for 
determining status and for accounting for employer NICs and correct tax 

transferred to the public authority or agency to whom services are provided. 
This consultation related to reform of the rules for the private sector.  

Following the consultation the Government now proposes extending the public 
sector rules to the private sector, but for medium sized and large businesses 
only. The changes will be introduced from April 2020. 

Many consultants tend to provide their services through the medium of a 

personal service company and so this reform will have implications in particular 
for consultants and businesses that engage consultants. 

CMA report on pricing algorithms 
and competition law 

The CMA has published a report on the use of algorithms by businesses 
operating on online markets and how they can be used to achieve a tacitly 
coordinated pricing outcome in breach of competition law. Click on the link to 
read an Eversheds Sutherland briefing on the report. 

Briefing 

 

Brexit and frustration It has been reported in the press that the European Medicine Agency (the EMA) 
is going to court (a trial is listed for March) to argue that its 25 year lease in 
London is frustrated as a result of Brexit. It entered into this lease prior to the 
referendum but as a result of Brexit is relocating from London to Amsterdam. 

With 20 years left on the lease and no break clause it is arguing  frustration on 

the basis that at the time it entered into the lease Brexit was not foreseeable, 
with frustration specifically because as an EU regulator its HQ must be in an EU 
member state. 

The trial judge has ruled that evidence should be obtained from historians on 
the foreseeability of Brexit at the date of entry into the lease – likely to surround 
the UK political landscape at that time. 

The impact of this case on commercial contracts may be more limited than first 

appears. Commercial leases do not normally contain force majeure provisions 
whereas many commercial contracts do. There have been past cases where it 
has been held that if the parties have agreed contractually how to deal with an 

unexpected event (the classic way being a force majeure clause) then this 
precludes them from arguing frustration.  

 

Geoblocking on a no deal Brexit 

The Government has published a technical notice stating that if there is a no 

deal Brexit the Geoblocking Regulation (which comes into force on 3 December) 

Technical note 

 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Competition_EU_and_Regulatory/pricing-algorithms-111018
https://www.gov.uk/government/publications/geo-blocking-of-online-content-if-theres-no-brexit-deal?utm_source=9b6e7d6f-a43c-44d9-984f-fc6ff55c9c33&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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will cease to have effect in UK law. However, it will still apply to UK businesses 
that operate within the EU. 

European Commission Work 
Programme 2018 

The European Commission has published its Work Programme for 2019. Areas 
of focus include: 

 Brexit preparations, including finding an agreement with the UK on its 
withdrawal from the EU 

 Concluding the remaining aspects of the Digital Single Market, including 
on copyright, ePrivacy and contract law 

 Establishing the European Cybersecurity Industrial, Technology and 

Research Competence Centre together with the Network of National 
Coordination Centres to help the EU retain and develop the 
technological and industrial capacities on cybersecurity which are 
necessary to secure the Digital Single Market 

 Continuing work on AI by enabling coordinated action across the EU and 
following up on the steps set out earlier this year 

 A new Joint Action Plan to tackle the pervasive spread of online 
disinformation in Europe 

 Urgent agreement on the legislative proposals for a New Deal for 
Consumers 

 Break the deadlock on the proposal for an International Procurement 
Instrument 

European Commission Work 
Programme 2109 

 

 

Consumer law   

Government technical notice on 
consumer rights on a no deal Brexit 

The Government has issued a technical notice on consumer rights on a no deal 
Brexit. This states that as the UK will no longer be a Member State: there may 
be an impact on the extent to which UK consumers are protected when buying 
goods and services in the EU; UK consumers will no longer be able to use the 

UK courts effectively to seek redress from EU traders and enforcement of 
judgments will be more difficult; and there will no longer be reciprocal 
obligations on the UK or EU to investigate breaches of consumer law or to take 
forward enforcement actions. The notice also states that on a no deal Brexit the 
UK will no longer have access to the ADR Online Dispute Resolution platform. 

Technical notice 

 

CJEU considers meaning of a 
“trader” under the Unfair 
Commercial Practices Directive 

The CJEU has considered the meaning of the term “trader” for the purpose of 
the Unfair Commercial Practices Directive. The Directive defines a trader as a 
natural or legal person who is acting for purposes relating to his trade, business, 
craft or profession and anyone acting in his name or on his behalf. The Court 
stressed that whether a person is acting as a trader will have to be assessed on 

Judgment 

 

https://ec.europa.eu/info/publications/2019-commission-work-programme-key-documents_en
https://ec.europa.eu/info/publications/2019-commission-work-programme-key-documents_en
https://www.gov.uk/government/publications/consumer-rights-if-theres-no-brexit-deal--2/consumer-rights-if-theres-no-brexit-deal
http://www.bailii.org/eu/cases/EUECJ/2018/C10517.html
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a case by case basis, but that the following non-exhaustive factors may be 
relevant: 

 was the sale carried out in an organised manner 

 was the sale intended to generate profit 
 did the seller have technical information and expertise relating to the 

products offered for sale which placed the seller in a more advantageous 
position than the consumer 

 did the seller have a legal status enabling them to engage in commercial 
activities 

 was the sale connected to the seller’s commercial or professional 

activity 
 was the seller subject to VAT 
 did the seller receive remuneration or an incentive 
 did the seller purchase goods in order to resell them 
 were the goods for sale all of the same type or of the same value 
 was the offer concentrated on a small number of goods 

It was also held that the term “trader” has to be given a uniform meaning across 
both the Unfair Commercial Practices Directive and the Consumer Rights 
Directive. 

Ecommerce Europe criticises 

proposed Directive on 

representative actions for the 
protection of the collective interests 
of consumers 

In April the European Commission proposed a “New Deal for Consumers” 

including a new Directive on representative actions for the protection of the 

collective interests of consumers (repealing the Injunctions Directive 
2009/22/EC) which aims to improve tools for stopping illegal practices and 
facilitating redress for consumers where there are widespread infringements of 
their rights. Ecommerce Europe, the association that represents companies 
selling online to European consumers, has now published a highly critical 
position paper on this proposed Directive in which it advises European 
legislators to fundamentally rethink and redesign the whole proposal. 

Ecommerce Europe position paper 

 

Government response to 
consultation on proposals regarding 
smart appliances 

The Government has published its response to the March 2018 consultation on 
proposals regarding smart appliances. It intends to take powers to set 
regulatory requirements for smart appliances through primary or secondary 

legislation, when parliamentary time allows and subject to the outcome of Brexit 
negotiations. Any regulatory requirements will be based on the principles of 
interoperability, data privacy, grid-stability, cyber-security and consumer 

protection. In tandem with this the Government has said that it will work with 
industry to develop technical standards for smart appliances as necessary. 

Response 

 

https://www.ecommerce-europe.eu/app/uploads/2018/10/ECOM-Position-Paper-RAD.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/748115/smart-appliances-consultation-government-response.pdf
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Data protection, privacy and 
cyber-security  

 

Information Commissioner’s Office 
(“ICO”) enforcement 

The “Action we’ve taken” section of the ICO website sets out the latest UK data 
protection enforcement updates. 

ICO website 

European Data Protection 
Supervisor (“EDPS”) Opinion on 
new EU legislative proposal “A New 

Deal for Consumers” 

The EDPS has published an Opinion on the European Commission’s proposals 
for a Directive for better enforcement and modernisation of EU consumer 
protection rules and a Directive on representative actions for the protection of 

the collective interests of consumers (the “Proposals”).  

The EDPS expresses broad agreement with the proposals, emphasising the 
“unique opportunity to improve consumer law to redress the growing imbalance 
and unfairness between individuals and powerful companies in digital markets” 
and welcoming the provisions regarding collective redress.  

The EDPS also makes a number of comments and recommendations, including 
that: 

 the new concept in the Proposals regarding “contracts for the supply of 
a digital content or digital service for which consumers can “pay” with 
their personal data, instead of paying with money” does not solve the 
problem caused by the use of the term “counter-performance” 

(previously raised by the EDPS in Opinion 4/2017) as it does not 
consider the fundamental rights nature of data protection and risks the 

Proposals being interpreted in a way inconsistent with the GDPR 

 the concept of “contracts for the supply of a digital content or digital 
service for which consumers can “pay” with their personal data, instead 
of paying with money” could undermine legal certainty in that it may 
mislead service providers to believe that the processing of data based 
on consent in the context of a contract is legally compliant in all cases, 
even where the conditions for valid consent set out in GDPR are not 

fulfilled 

 Article 3 of Directive 2011/83/EU should be amended to introduce a 

provision that clearly states that in case of conflict between the Directive 
2011/83/EU and the data protection framework , the latter prevails 

 the new collective redress provisions should be clarified to avoid 
conflicting with corresponding provisions in the GDPR 

Press release 

Opinion 

https://ico.org.uk/action-weve-taken/
https://edps.europa.eu/press-publications/press-news/press-releases/2018/edps-calls-closer-alignment-between-consumer-and_en
https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf
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European Data Protection Board 
(“EDPB”) Opinion on Commission 
eEvidence proposals 

The EDPB’s Opinion 23/2018 on Commission proposals on European Production 
and Preservation Orders for electronic evidence in criminal matters (Art. 70.1.b) 
contains a detailed analysis of the proposed legal instruments, COM(2018) 225 

final and COM(2018) 226 final, from a data protection perspective. 

Opinion 

European Commission comment on 
second review of EU-US Privacy 
Shield 

On 19 October, the European Commissioner for Justice, Consumers and Gender 
Equality Věra Jourová and US Secretary of Commerce Wilbur Ross released a 
joint statement confirming that the second annual review of the EU-US Privacy 
Shield had commenced in Brussels.  

The statement emphasised a number of matters pertaining to the operation of 
the EU-US Privacy Shield framework, including the three new members who 
have been appointed to the US Privacy and Civil Oversights Board; the 
regulators’ ongoing review of the functioning of the framework’s Ombudsman 
Mechanism and the need for the US to promptly appoint a permanent Under 
Secretary. 

Press release 

EDPS sets out case for new 
ePrivacy Regulation 

In a recent blog post, the EDPS has set out the case for overhauling the regime 
governing ePrivacy. In particular, he highlights the importance of aligning the 
regime with GDPR and ensuring legal certainty for controllers. 

EDPS blog post 

Austrian Presidency of Council of EU 

publishes revised ePrivacy 

Regulation (“ePR”) 

The Austrian Presidency of the Council of the EU has published a further revised 

version of the ePR, which (according to the draft text) it intends to discuss with 

the Working Party on Telecommunications and Information Society on 26 
October 2018. 

By way of reminder, the ePR will sit alongside the GDPR and is intended to 
repeal and replace the existing ePrivacy Directive 2002/58/EC (as amended) 
which governs – among other things – the confidentiality and security of 
communications services, the use of cookies and location data and the sending 
of direct marketing communications. It is broader in scope than the ePrivacy 

Directive and aims to cover communications provided by a wider range of 
providers, including over-the-top service providers (such as instant messaging 
apps), Voice over Internet Protocol platforms and machine-to-machine services 
(such as the Internet of Things).  

The Council has also clarified that there will be a 12 month grace period. 

Revised draft 

UK Government signs modernised 
Convention 108 

A new Council of Europe treaty aimed at strengthening the principles and rules 
for the protection of personal data at international level has been signed by a 
number of states, including the UK. The treaty builds on Convention 108, which 
was adopted in 1981 and is the only legally binding international agreement on 

Press release 

Council of Europe’s press release 

https://edpb.europa.eu/our-work-tools/our-documents/opinion-art-70/opinion-commission-proposals-european-production-and_en
http://europa.eu/rapid/press-release_STATEMENT-18-6157_en.htm
https://edps.europa.eu/press-publications/press-news/blog/urgent-case-new-eprivacy-law_en
http://data.consilium.europa.eu/doc/document/ST-13256-2018-INIT/en/pdf
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/02/icos-blog-on-its-international-work#20181004
https://search.coe.int/directorate_of_communications/Pages/result_details.aspx?ObjectId=09000016808e4d8a
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data protection. The Amending Protocol reinforces the data protection principles 
of Convention 108 and includes additional safeguards to tackle the challenges 
to the protection of personal data brought by new technologies and practices. 

It also broadens the role of the Convention’s Committee, which will monitor that 
the Parties implement the provisions of the updated treaty effectively. 

Amending Protocol 

40th International Conference of 
Data Protection and Privacy 
Commissioners 2018 (“ICDPPC”) 

The ICO’s Elizabeth Denham was recently elected chair of the ICDPPC.  

This year’s ICDPPC took place from 22 to 25 October in Brussels – the theme 
was “Debating Ethics: Dignity and Respect in Data Driven Life”. The conference 

adopted a declaration on ethics and data protection in artificial intelligence – 

whereby the data protection authorities (“DPAs”) have endorsed six guiding 
principles as core values to preserve human rights in the development of 
artificial intelligence.  

The conference also adopted a number of resolutions, including on e-learning 
platforms and collaboration between DPAs and Consumer Protection Authorities 
(“CPAs”). 

ICO press release  

ICDPPC website 

Declaration on ethics and data 

protection in artificial intelligence 

Resolution on collaboration between 
DPAs and CPAs 

Surveillance Camera Commissioner 
publishes template data protection 
impact assessment (“DPIA”) for 
CCTV systems 

The Surveillance Camera Commissioner has published a template which can be 
used by organisations to conduct data protection impact assessments for their 
surveillance cameras or surveillance camera systems. The template and 
associated guidance notes were developed in partnership with the ICO. 

Template DPIA 

Civil Liberties MEPs to visit South 
Korea to facilitate EU-South Korea 
adequacy discussions 

Members of the Committee on Civil Liberties, Justice and Home Affairs (LIBE) 
will be in South Korea from 29 October to discuss data privacy issues with 
authorities, businesses and other interested parties. The visit will coincide with 
talks between the EU and South Korea in relation to reaching an adequacy 
decision in respect of transfers of personal data from the EU to South Korea. 

Press release 

Code of Practice for consumer IoT 

security 

The Government has published a voluntary code of practice to support all parties 

involved in the development, manufacturing and retail of consumer Internet of 
Things (“IoT”) products (such as internet connected children’s toys and baby 
monitors, connected appliances and safety products such as smoke detectors, 
smart cameras, TVs and speakers, wearable health trackers and smart home 

assistants) and associated digital services such as mobile apps, cloud storage 
and third party APIs. Tech companies HP Inc. and Centrica Hive Ltd were the 

first companies to sign up to commit to the Code of Practice. 

The Code of Practice brings together good practice in IoT security in 13 
outcome-focused guidelines. Its aim is to ensure that connected products are 
secure by design and to make it easier for people to stay secure in a digital 

Code of Practice 

Gov.uk links to all relevant documents 

 

 

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/223
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/10/uk-information-commissioner-elected-chair-of-the-icdppc/
https://www.privacyconference2018.org/en
https://icdppc.org/wp-content/uploads/2018/10/20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf
https://icdppc.org/wp-content/uploads/2018/10/20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf
file:///C:/Users/ellissa/AppData/Roaming/OpenText/DM/Temp/e-learning%20platforms,%20on%20the%20Conference%20Census,%20and%20on%20collaboration%20between%20Data%20Protection%20Authorities%20and%20Consumer%20Protection%20Authorities
file:///C:/Users/ellissa/AppData/Roaming/OpenText/DM/Temp/e-learning%20platforms,%20on%20the%20Conference%20Census,%20and%20on%20collaboration%20between%20Data%20Protection%20Authorities%20and%20Consumer%20Protection%20Authorities
https://www.gov.uk/government/publications/data-protection-impact-assessments-for-surveillance-cameras
http://www.europarl.europa.eu/news/en/press-room/20181029IPR17733/meps-to-look-into-data-protection-measures-in-south-korea
https://www.gov.uk/government/publications/secure-by-design/code-of-practice-for-consumer-iot-security
https://www.gov.uk/government/publications/secure-by-design?utm_source=7053c80d-00b5-4a53-b323-54552fc5663a&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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world. It is also noted that implementing the Code of Practice may help 
organisations to achieve compliance with data protection laws, including the 
GDPR requirement for personal data to be processed securely. The Code of 

Practice is supported by a mapping document that links each guideline against 
the main industry standards, recommendations and guidance. The 13 guidelines 
are: 

 no default device passwords 

 implement a vulnerability disclosure policy 

 keep software updated 

 credentials and security sensitive data to be stored securely 

 communicate securely 

 minimise exposed attack surfaces 

 ensure software integrity 

 ensure personal data is protected 

 make systems resilient to outages 

 monitor system telemetry data for security anomalies 

 make it easy for consumers to delete personal data 

 make installation and maintenance of devices easy 

 validate input data 

The Government has also published consumer guidance on smart devices in the 
home, as well as its response to the informal consultation in March which set 
out its intended work in this area. 

NCSC 2018 annual review The National Cyber Security Centre (“NCSC”) has published its second annual 
report, which summarises the actions it has taken over the past year such as 
the “pioneering Active Cyber Defence programme, delivered with industry to 
block attacks on a scale of millions per month, and the development of a world-

leading incident management response capability, made possible through key 
partnerships with law enforcement and the wider cyber security community” 

and outlines plans for the future. 

 

News release 

https://www.ncsc.gov.uk/news/annual-review-2018


Commercial bulletin 

October 2018 Commercial Bulletin 

Development Summary Links 

IT and technology   

European Parliament Resolution on 
distributed ledger technologies and 
blockchains 

The European Parliament has adopted a non-legislative Resolution on 
distributed ledger technologies (“DLT”) and blockchains. This sets out the 
Parliament’s position on this technology, highlighting both its pros and cons, 
and sets out a list of what the European Commission will need to do to 
implement its proposed policies. In the Regulation the Parliament underlines, 
amongst other things: 

 the significance of DLT in improving supply chains, noting that it can 

facilitate the monitoring of origin of goods and improve transparency, 
visibility and compliance checking;  

 the ability for DLT to track and manage IP in digitalised creative content 
including the facilitation of copyright and patent protection and the clear 
identification of ownership; and 

 the efficiency potential of DLT for public sector services and 
management 

and calls on the Commission, among other things: 

 to monitor developing trends and use cases in the financial sector; 
 to provide feedback on the sources of volatility of cryptocurrencies and 

to explore the possibilities of incorporating cryptocurrencies in the 

European payment system; and 
 to promote the development of technical standards, and to conduct an 

in-depth analysis of the existing legal framework in relation to the 
enforceability of smart contracts. 

Resolution 

 

European Parliament study on 
European AI leadership 

In October 2017, amidst concerns that Europe is losing ground to the US and 
China, the European Council asked the European Commission to develop a 
European approach to AI. In April 2018 that approach was set out in “Artificial 
Intelligence for Europe”. The approach is based on three pillars: (i) being ahead 

of technological developments and encouraging uptake by both private and 
public sectors; (ii) preparing for socio-economic changes brought about by AI; 
and (iii) ensuring an appropriate ethical and legal framework. 

In this context, in September the European Parliament’s Policy Department for 
Economic, Scientific and Quality of Life Policies published a study on European 
AI leadership. The study looks at the current state of development of AI 
technologies and the policies that need to be put into place to ensure that 

Europe is in the most advanced position in terms of developing applications of 
AI in industry.  

Study 

 

http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2018-0373+0+DOC+XML+V0//EN&language=EN
http://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2018)626074
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Its findings include that AI is still at a relatively early stage of development; the 
US, followed by China and Israel, have the most developed AI landscape but 
that contrary to popular opinion Europe is not lagging behind in developing AI 

technologies and is particularly strong in AI research; and that whilst the 
creation of the Digital Single Market, including the free flow of data, is a key 
driver for the uptake of AI there remain political, legal and technical barriers to 
AI take-up. 

Amongst the recommendations made to the European Parliament as a result of 
the findings are: start a discussion about a common, internationally recognised 

ethics and legal framework for the design, production and use of AI, robotics 

and their increasingly autonomous systems; promote the development of a 
general ethical regulatory framework governing AI technologies’ design in 
Europe; and ensure consistency in regulations and policies that are linked to AI 
including removing barriers to the cross-border access, use and storage of data. 

European Parliament approves 

Regulation on framework for free 
flow of non-personal data 

The European Parliament has formally adopted a Regulation on a framework for 

the free flow of non-personal data in the EU, which was proposed by the 
European Commission as part of its Digital Single Market Strategy in order to 
unlock the potential market in data.  

The Regulation will remove obstacles to the free movement of non-personal 
data within the EU and will prohibit national rules requiring that data be stored 

or processed in a specific member state. Restrictions on data location will only 

be permitted on public security grounds. Examples of non-personal data include 
aggregated datasets used for big data analytics and data on maintenance needs 
for industrial machines. The Regulation also provides that the European 
Commission will encourage and facilitate the development of self-regulatory 
codes of conduct to contribute to a competitive data economy, covering best 
practices for facilitating the switching of service providers and the porting of 
data, minimum information requirements to be provided to a professional user 

before a contract for data processing is concluded and approaches to 
certification schemes that facilitate the comparison of data processing products 
and services for professional users. 

The Regulation is due to be approved by the EU Council on 6 November and will 

apply six months after its publication in the OJEU. 

Press release 

Regulation 

Amendments to Audiovisual Media 

Services Directive approved 

The European Parliament has approved amendments to the Audiovisual Media 

Services Directive. The revised legislation will apply to video-on-demand and 
video-sharing platforms (such as Netflix, YouTube and Facebook) as well as to 
broadcasters. It will also provide enhanced protection for minors from violence, 

Press release 

 

http://www.europarl.europa.eu/news/en/press-room/20180926IPR14403/free-flow-of-non-personal-data-parliament-approves-eu-s-fifth-freedom
http://www.europarl.europa.eu/news/en/press-room/20180925IPR14307/new-rules-for-audiovisual-media-services-approved-by-parliament
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hatred, terrorism and harmful advertising (including by requiring platforms to 
create a transparent, easy to use and effective mechanism to allow users to 
report or flag content), will impose stricter rules on advertising and will require 

at least 30% of content in video-on-demand platforms’ catalogues to be 
European.  

The revised Directive will not enter into force until it has been approved by the 
European Council, following which Member States will have 21 months in which 
to transpose the revised law into national legislation. 

Call for evidence on competition in 

the digital economy 

The Government has issued a call for evidence seeking views on the state of 

competition in the digital economy. The call for evidence closes on 7 December. 

Call for evidence 

European Commission consultation 
on connected and automated 
mobility 

The European Commission has launched a consultation on connected and 
automated mobility (driverless cars). The consultation aims to identify the main 
challenges linked to the deployment of connected and automated vehicles. It 
investigates three main aspects: 

 cybersecurity threats and trust issues 
 data governance aspects, privacy and data protection needs 
 different aspects of technology needs for 5G large scale testing or pre-

deployment 

The consultation closes on 4 December. 

Consultation 

 

Government response to interim 
report on disinformation and fake 
news 

The Government has published its response to the Digital, Culture, Media and 
Sport Committee (“DCMS)”) interim report on disinformation and fake news. In 
terms of terminology, the response states the Government agrees that the term 
“fake news” has no clear meaning and that it should be rejected in favour of 
“misinformation”, meaning the inadvertent sharing of false information. By 
contrast disinformation means the deliberate creation and sharing of false 
and/or manipulated information that is intended to deceive and mislead 

audiences for the purpose of causing harm or for political, personal or financial 
gain. The response states the Government is consulting on changes to electoral 
law and is looking at the legal liability that social media companies have for 
illegal and harmful content stored on their sites. 

The DCMS has criticised the Government response, expressing disappointment 
that only three of the 42 recommendations made were accepted. 

A final report from the Committee is expected in the autumn. The Government 

has also stated that it will be publishing a Government Online Harms White 
Paper in winter 2018/2019 which will establish a “coherent and Government-

Response 

 

https://www.gov.uk/government/consultations/digital-competition-expert-panel-call-for-evidence
https://ec.europa.eu/digital-single-market/en/news/open-public-consultation-connected-and-automated-mobility-cam
https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/1630/163002.htm
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wide approach to a range of online harms including disinformation, through both 
legislative and non-legislative initiatives”. 

Governance of .eu top level domain The Council of the EU has agreed its position on the revisions to the rules on 
the governance of the .eu top level domain to make them fit for the digital age. 
The Council’s proposed text extends the right to register a .eu domain to EU 
citizens living outside the EU and aligns the text with the GDPR. The Council’s 
agreement constitutes a mandate for the presidency to start talks with the 
European Parliament with a view to reaching agreement on the final text. 

Press release 

 

Public sector   

European Parliament adopts 
resolution on the public 
procurement strategy package 

The European Parliament has adopted a resolution on the European 
Commission’s public procurement strategy package of October 2017, stating 
that it is deeply disappointed by the pace at which many member states have 
transposed the 2014 public procurement directives and asking the European 

Commission to better organise the tools developed to help with this 
implementation so that they are more accessible and user-friendly. The 
resolution also encourages contracting authorities to, amongst other things, 
apply criteria other than simply the lowest price when awarding contracts, use 
innovative procurement and strive for a rapid digital transformation of 
procurement procedures. 

Resolution 

 

European Commission model 
accessibility statement for public 
sector websites and apps 

Directive 2016/2102 on the accessibility of public sector body websites and 
mobile applications requires Member States to ensure that public sector bodies 
provide accessibility statements for their websites and apps using a model 
established by the European Commission. The European Commission has now 
established that model by way of an implementing Decision. 

The Directive is implemented in the UK by The Public Sector Bodies (Website 

and Mobile Applications) (No 2) Accessibility Regulations 2018 which came into 
force on 23 September. 

Decision 

 

Mandatory use of electronic means 
in public procurement 

communications 

On 18 October Regulations 22(1) and 61 of the Public Contracts Regulations 
2015 regarding mandatory use of electronic means in procurement 

communications and recourse to e-Certis (the online repository established by 

the European Commission) came into effect, requiring public procurement 
communications to be fully electronic. 

The Public Contracts Regulations 2015 

 

 
 

http://dsms.consilium.europa.eu/952/Actions/Newsletter.aspx?messageid=25130&customerid=45712&password=enc_6B483135413144314E614B73_enc
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2018-0378+0+DOC+XML+V0//EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.256.01.0103.01.ENG&toc=OJ:L:2018:256:TOC
http://www.legislation.gov.uk/uksi/2015/102/contents/made
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