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In the digital era, virtually every business relies on IT infrastructure to manage 
core business operations, engage with customers and suppliers, protect and 
control assets and manage finances.  If IT systems fail or are compromised, 
the business could be exposed to risks of business interruption, income loss 
and reputational damage, as well as claims and/or penalties.

As the number of cyber attacks escalate across the globe, many 
organisations are considering the extent to which such risks can be 
transferred into the insurance market.  At the same time, the increasing 
number of incidents blamed on state-sponsored or terrorist groups, puts 
increased focus on exclusions for “acts of war” or “terrorism” and other 
potential restrictions on accessing insurance coverage for the consequences 
of cyber attacks.  

In this briefing we provide guidance on questions raised by businesses 
thinking about cyber insurance.  Specific commentary is also provided on 
the position in key jurisdictions where our international coverage team is 
experienced in addressing issues arising under domestic laws, regulation and 
market practice which are relevant to the availability and scope of coverage 
under cyber insurance products.
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Is there now a developed insurance market offering 
insurance products covering cyber related risks?
The insurance market has responded to the growing 
number of cyber incidents by providing standalone  
cyber insurance products.  The first cyber policies  
began to emerge from the market circa 2013.  Various 
insurers now write cyber insurance – the wordings 
vary from insurer to insurer.  Many wordings have been 
updated in recent times to reflect new risk exposures 
identified in the cybersecurity and cybercrime fields  
and claims experience.

Are we already covered under our existing suite of 
insurance policies?
It is possible that coverage may be available under existing 
insurances.  For example, computer fraud is typically 
covered under crime policies.  Some liability insurances 
may cover claims arising from infringement of rights to 
privacy over personal data.  However, traditional forms  
of insurance were not designed to cover cyber risk.   
Many will either entirely exclude coverage for cyber-
related incidents or limit the scope of coverage which  
is available for this type of occurrence. Moreover, we 
expect that such “silent cyber insurance” (that is incidental 
coverage under other types of insurance policy) will 
be reduced in the future by the introduction of “cyber 
related” exclusion clauses to more traditional forms 
of insurance to avoid the systemic risk of silent cyber 
insurance coverage within other policies.

Can you provide an example of why traditional insurance 
coverage may not respond to a cyber event?
A good example is a Property Damage/Business 
Interruption policy.  This will typically be subject to a 
proviso whereby no coverage is available (including 
under the business interruption section) unless property 
of, or in the custody of, the insured has been “physically” 
damaged.  In most cases this will not extend to data, 
software or other intangibles which are stolen,  
corrupted, deleted or inaccessible due to a systems  
failure or incident.  As an additional example, in the 
U.S., at least one Federal Appellate court is reviewing a 
lower court’s decision to deny computer fraud coverage 
based on its view that “direct loss” under the policy is not 
triggered when a company is tricked into wiring money 
by an email fraudster, only when the actual transfer of 
funds is done through fraudulent means. Additionally, 
traditional coverage may not extend to breach-related 
claims when they are considered to be contract issues—
particularly relevant for companies that handle payment 
card transactions.

What are the basic components of coverage under a 
standalone cyber insurance policy?
It is important to reiterate that the coverage position 
will vary from policy to policy.  Even small differences in 
the wording can have a material impact on the scope of 
coverage provided.  However, most policies will feature 
a blend of first-party loss coverage (coverage for direct 
losses sustained by the business following a cyber event) 
and third-party liability coverage (coverage for claims and 
costs of regulatory action which follow an event).

Can you expand on the categories of loss covered under 
the first-party component of a cyber policy?
This will typically include coverage for direct costs within 
the following categories:
– Data breach notification and response costs – costs 

in complying with customer and regulator notification 
and other requirements under applicable data breach 
laws (and associated legal costs), costs in maintaining 
customer contact centres and costs of credit 
monitoring services following a data breach incident

– Forensic investigation and security costs – costs 
in engaging forensic consultants/security experts 
to investigate the root-cause of the incident and 
implementing recommended enhanced security 
measures, including movement of data to separate 
hosting platforms where susceptible to further attack

– PR/Crisis Management Costs – costs of managing 
media response

– Remediation and Rectification Costs – costs to repair, 
restore or replace affected IT infrastructure and data.

Often, if requested when negotiating the policy, insurers 
will be prepared to pre-approve the retention of preferred 
specialists and advisors. These pre-approvals avoid delay 
in having to agree on rates and logistics with insurers 
following a cyber event when there are other priorities. 
On the other hand, in certain jurisdictions like the US, 
when it comes to breach litigation, insurers may include 
a mandate within the policy that the insured use a pre-
designated law firm to handle claims, as opposed to the 
law firm of the insured’s choice. 

In the French market roughly 80% of the listed companies 
have obtained cyber insurance which is considered an 
efficient instrument as the policies often include technical 
and legal “assistance” in addition to providing risk transfer.  
This allows the insured access to an appropriate team 
and to have coverage in place to avoid or mitigate losses 
immediately or shortly after the point of attack.  Cyber 
insurance may also include additional services such as 
preventive education.

To what extent can the impact of a cyber event on our 
business revenues be covered under a cyber policy?
Most policies include "standard" business interruption 
coverage, that is compensation for the decrease in 
anticipated profits or revenues during the indemnity 
period which are directly traceable to the cyber incident.  
This normally involves an adjustment process looking at 
the forecast financial information provided to insurers 
before the coverage is provided and other factors that 
may have affected the business during the indemnity 
period (but please refer to our comment below on other 
consequential losses).    

Are there limitations on consequential losses which can 
be covered?
Most cyber policies are unlikely to cover indirect 
consequences of a cyber incident such as loss of share 
price, loss of future business opportunity, bodily injury 
or property damage where, for example, an explosion 
follows a failure of IT systems.  Losses arising purely 
under contract (i.e. where there is no concurrent liability 
in tort or other legal basis) are also typically excluded 
from coverage.  It may be possible to negotiate bespoke 
coverage for such additional exposures where this is 
requested from cyber insurers and as such it will be 
important to assess the specific requirements of your 
business in negotiating coverage. 

Safe in the knowledge
Your questions on cyber insurance answered 



A route map for growth
Our shared business plan 

5

Will the liability component of a cyber policy cover costs 
of pursuing those at fault for the incident?
Normally coverage is limited to costs of defending the 
insured from claims by employees, customers/consumers, 
trading partners and others affected by the data breach.  
Generally additional coverage for costs in prosecuting 
those at fault is not necessary.  This is because, once 
insurers have paid out under the policy, any rights of 
the insured to seek compensation for losses reimbursed 
under the policy will transfer to insurers.  It is then for 
the insurers to decide whether to pursue any claims to 
recover such losses.     

Will fines and penalties be covered?
Fines and penalties, along with the costs of defending 
regulatory investigations and other proceedings, will 
usually be covered.  However, it is common for a cyber 
policy to cover fines and penalties only to the extent 
insurable in the relevant jurisdiction.  

For example, in the UK, for public policy reasons, 
the Financial Conduct Authority (FCA) has prohibited 
insurance against fines which it has imposed. In the US, 
insuring against regulatory fines and penalties occupies 
a legal “grey area,” particularly as insurance is regulated 
predominately at the state level. In certain instances, 
state regulators have been reluctant to approve policies 
that indemnify the insured from civil fines and penalties1.  
Fines and regulatory penalties are in general not regarded 
as insurable under French law, but costs of defending 
regulatory investigations and other proceedings may 
be covered. Under German Law insuring against 
administrative sanctions or fines are largely considered 
contrary to the law, since they would circumvent the 
policymaker’s intention to sanction certain actions, with 
the consequence that offering such insurance cover 
might be considered void for public policy reasons.

Finally it will be important to ensure that financial limits 
(including sub-limits which reduce the amount of 
coverage for certain categories of loss) do not preclude 
the business from recovering the full amount of a fine  
or penalty (noting significantly greater sanctions under  
EU GDPR).

Does coverage extend to ransoms and cyber extortion?
Recent updates to policy forms incorporate coverage 
for payments made in response to threats of cyber 
interference or the introduction of "ransomware" 
into systems.  However, there may again be local law 
restrictions to consider.  For example, in the UK recent 
amendments to the Terrorism Act 2000 make it an 
offence for an insurer to pay a claim where it reasonably 
expects that the proceeds of the payment may be used 
for the purposes of terrorism. The US has a similar statute 
(18 U.S.C §2239A) that, while not explicitly prohibiting an 
insurer from paying a claim, prohibits providing material 
support or resources to terrorists generally. Non-
compliance in the US could result in a fine, up to 15 years 
in prison, or both. These rules could result in UK and US 
insurers refusing to make a payment where the ransom 
threat was linked to a terrorist organisation.  

French law does not expressly address or expressly 
prohibit cyber ransom and extortion coverage and 
therefore policies generally cover fees and expenses of 
an expert to assess and manage the situation and also 
payments made in response to such attacks. Under 
German law similar rules apply. However it is noted that 
the German Insurance Association model terms and 
conditions for cyber risk policies from April 2017 exclude 
ransom from coverage2.

Insurers may also seek to include express "War" or 
"Terrorism" exclusions in their cyber policies, although 
often the scope of those exclusions can be narrowed 
through negotiation. As payments will generally only 
be covered when pre-approved by insurers, in practical 
terms there will be a need to consult with insurers, as well 
as relevant authorities (e.g. the National Crime Agency/
Police), before responding to any form of extortion. 

Are there standard exclusions which limit the scope  
of coverage?
Exclusions are often included to avoid "double insurance" 
(that is two different types of policy responding to the 
same loss).  For example, a cyber policy may exclude 
all claims relating to Directors & Officers (D&O) liability.  
Care must be taken that this does not create a gap in the 
overall coverage position (i.e. in the example provided, 
to check that the D&O policy does not contain a blanket 
cyber exclusion). 

This issue of D&O liability may take on increased relevancy 
in light of emerging cybersecurity regulations. New York 
State’s Department of Financial Services (DFS) will now 
require that the Board of Directors or a Senior Officer 
certify compliance with the DFS cybersecurity regulations, 
with the potential for personal liability if the organization 
is later found to be non-compliant3. The UK’s FCA similarly 
has increased individual accountability in the banking 
sector.  At the same time, in the event of a breach, courts 
may soon be asked to consider whether directors and 
officers upheld their fiduciary duty of care and loyalty 
if they failed to implement cybersecurity reporting or 
controls, or if they consciously failed to monitor or 
oversee their operation. 

In France, the drafting of cyber policies also varies from 
one insurer to another and some brokers also have their 
own wording. Most will also include exclusions which 
seek to avoid double insurance but the way the scope 
of the policy is defined (i.e. the definition of the attack, 
if any) is also important in assessing if an exclusion may 
apply. Under German law, owners/operators of critical 
infrastructure are obliged to prove the fulfilment of 
the requirements of the Act on the Federal Office for 
Information Security (BSI-Gesetz) to the public authorities. 
Failures to ensure appropriate safety measures can be 
sanctioned by fines and related proceedings where any 
restrictions in terms of “double insurance” may also come 
into play.

1 See General Counsel Opinion 4-30-90, 1990 WL 10496473 (NY INS BUL)  

2 For the German wording of the model terms of the German Insurance 
Association please see: http://www.gdv.de/wp-content/uploads/2017/04/
AVB_Cyber_April_2017.pdf

3 https://corpgov.law.harvard.edu/2017/03/25/new-york-cybersecurity-
regulations-for-financial-institutions-enter-into-effect/
See sec. 8a BSI-Gesetz
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Can insurers refuse to pay claims on the basis that the 
organisation failed to maintain proper protections, 
procedures and controls?
Insurers have sought to introduce exclusions into their 
policies to this effect. Usually this type of exclusion 
can be removed or narrowed in negotiating the policy 
wording provided that insurers can get comfortable with 
the adequacy of systems of controls in the period before 
the policy comes on risk. As such it will be increasingly 
important to ensure that robust systems and controls are 
not only implemented but regularly tested, monitored  
and updated to respond to evolving threats.

Will insurers perform their own review of systems  
and controls?
For larger risks, insurers will seek to conduct their own 
audit or risk assessment of the proposed insured’s IT 
system and related procedures before offering terms for 
a policy. This may also lead to the insurer making its own 
risk improvement recommendations, compliance with 
which may become a condition of the provision of on-
going coverage. In some cases it may be helpful to point 
to existing, industry recognised security standards (such  
as ISO27001 and SSAE16).   

In outline, what is involved in the process of arranging  
a cyber policy?
This normally involves a phased approach. The first 
phase is to evaluate the cyber risk profile of the business 
– which can involve input from legal counsel and other 
experts. It is then usual to consider the adequacy of 
existing insurances to respond to risks identified.  If 
the assessment is that there are gaps in coverage, 
consideration should then be given to a standalone  
cyber policy. 

Given the introduction in the EU of the GDPR, the 
increase in attacks worldwide and the attention which 
regulators globally are placing on appropriate measures 
to address and respond to cyber risk and interventions, 
most companies should be considering a dedicated cyber 
insurance product suitable for their needs and situation, 
particularly given the immediate access to matter experts 
which these insurance policies do provide.
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About Eversheds Sutherland
Our cybersecurity and insurance coverage team can 
assist clients at all levels including:

 assessing the adequacy of systems, controls and 
contractual arrangements

 
 developing effective incident response & business 

continuity plans
 
 working with clients and their insurance brokers 

to consider the adequacy of existing insurances to 
respond to data security breaches and other forms  
of cyber risk

 
 advising on the drafting and negotiation of  

dedicated cyber insurance policies
 
 responding to cyber events, including advice on data 

breach management, notification to insurers and 
relevant authorities and other legal issues such as 
obtaining injunctive relief/seeking redress for losses        

For further information, please contact:

Frank Thompson
Partner - Insurance and Reinsurance

T: +44 207 919 4808  
FrankThompson@eversheds-sutherland.com

Craig Rogers
Partner - IT & Outsourcing  

T: +44 207 919 0707    
CraigRogers@eversheds-sutherland.com 

Link to further client briefing
Defining a coherent IT security strategy
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UK  

US

Michael Bahar
Partner - Cybersecurity and Privacy

T: +1 202 383 0882 
michaelbahar@eversheds-sutherland.com

Frederique de la Chapelle
Partner - Insurance & Reinsurance

T: +33 1 55 73 40 47  
frederiquedelachapelle@eversheds-sutherland.com

Fabian Volz 
Partner - Insurance & Reinsurance

T: +49 89 54565 391
fabianvolz@eversheds-sutherland.com     

France 

Germany

http://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Technology/it-security-considerations-financial-institutions130416
http://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Technology/it-security-considerations-financial-institutions130416
http://www.eversheds-sutherland.com/global/en/who/people/index.page?person=en/Thompson_Frank
http://www.eversheds-sutherland.com/global/en/who/people/index.page?person=en/Rogers_Craig
https://us.eversheds-sutherland.com/People/Michael-Bahar
http://www.eversheds-sutherland.com/global/en/who/people/index.page?person=en/de-la-chapelle_frederique
http://www.eversheds-sutherland.com/global/en/who/people/index.page?person=en/Volz_Fabian


Safe in the knowledge
Your questions on cyber insurance answered 



eversheds-sutherland.com
© Eversheds Sutherland 2017. All rights reserved. 
Eversheds Sutherland (International) LLP is part of a global legal practice, 
operating through various separate and distinct legal entities, under Eversheds 
Sutherland. For a full description of the structure and a list of offices, please 
visit www.eversheds-sutherland.com.
DTUK000953_06/17


